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ABSTRACT:
This contribution contains a draft T1P1 Report on Packet Mode Communication Interception for submission to the TIA Joint Experts Meeting  (JEM) on surveillance May 3-5 in Las Vegas.  The draft report has been developed by the T1P1.SAH ad hoc group based on its investigations into the privacy issue noted in FCC Report and Order 99-230.  The draft report is presented to T1P1 for review and approval.
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NOTICE

©2000 Nortel Networks, Inc.  The proposals in this submission have been formulated to assist  committee T1P1.   This document is offered to the committee as a basis for  discussion  and  is  not  binding  on  Nortel Networks.  The requirements are subject to change in  form and numerical value after more study.  Nortel Networks  specifically  reserves  the  right  to add to, or amend, the  quantitative statements  made  herein.    Nothing  contained  herein  shall  be  construed  as  conferring by implication,  estoppel, or otherwise any license or right under  any  patent,  whether or not the use of information herein necessarily employs an invention of any  existing  or  later  issued  patent.

T1P1 Surveillance Report

Packet Mode Communication Call Identifying Information Reporting

March 28, 2000
T1P1 has completed its investigation into the Packet Mode Privacy issue as identified by FCC Report and Order 99-230
. The activity was addressed under T1P1's scope and charter to participate in the development of a joint T1-TIA standard on surveillance
.

The T1P1 investigation specifically addressed the privacy issue noted in FCC 99-230 and the request to identify capabilities which can be used to report Call Identifying Information
 for Packet Mode Communication separately and distinctly from call or communication content. The focus of the investigation was on T1P1 technologies including PCS1900, GPRS, and next generation UMTS. The investigation was conducted on a technical basis and made no judgement with respect to legal issues regarding the applicability of CALEA
 to any specific technology, implementation, or deployment.

For GPRS the following information could be provided to the LEAs separately from the call content:

-
an activation reference identity;

-
the target identity which has been intercepted (e.g., MSISDN, IMSI, IMEI if applicable);

-
type of protocol activated (e.g., Internet Protocol or X.25);

-
PDP address used by the target;

-
location information of the target (Cell Global Identity);

-
time of event;

-
Access Point Name (APN).

The above information is available when the intercept subject utilizes the GPRS service via the following events at the GPRS Support Nodes (e.g., SSGN, GGSN):

-
GPRS attach;

-
GPRS detach;

-
PDP context activation;

-
start of interception with PDP context active;

-
PDP context deactivation;

-
Call and/or Routing Area update;

-
SMS;

T1P1 has identified the following areas where Call Identifying Information for Packet Mode Communication could be reported to assist Law Enforcement Agencies (LEAs):

1) Reporting of Access Control Information

Similar to wireline, wireless systems establish a communication path across the accessing system from the subject's device to a network before communication between subject and associate can begin. The establishment and release of this path could be reported to assist LEAs in recognizing when an intercept subject has established communication ability. The following ASN.1 encoded message provides an example of how the information could be reported
:

The AccessPathEvent message indicates a packet mode communication path has been either established or released between the intercept subject device(s) and a network.

AccessPathEvent ::= SEQUENCE  

     {


[0] Case Identity,


[1] IAPSystemIdentity,


[2] TimeStamp,


[3] AccessPathID,
-- Uniquely identifies the access path (e.g., a PDP Context path)


[4] Network Access Address,
-- Identifies the network address of the path (e.g., APN
)


[5] Intercept Subject Address,
-- Identifies the PDP Address of the subject (e.g., IP address)

event
CHOICE    {



[6] PathEstablished,
-- e.g., PDP Context Activation



[7] PathReleased
-- e.g., PDP Context Deactivation }}
2) Reporting Packet Data Communication Addresses

After a communication path is established by a wireless accessing system between the subject device(s) and network, the subject can communicate directly with an associate over the connecting path. In this scenario the packet mode communication, voice or data, bypasses the call server of the accessing system and there would be no J-STD-025 type call events reported to the LEAs.
 To assist LEAs in identifying the parties to the communication, the network addresses available to the accessing system could be reported. For example, with an IP network layer the source and destination addresses for the IP packet in the IP Header could be reported. The following ASN.1 encoded message provides an example of how the information could be reported:

The NetworkAddressInfo message reports network source and destination information for the traffic between the subject and associate. 

NetworkAddressInfo ::= SEQUENCE  

     {


[0] Case Identity,


[1] IAPSystemIdentity,


[2] TimeStamp,


[3] AccessPathID,
-- Uniquely identifies the access path (e.g., a PDP Context path)




[4] SourceAddress,
-- e.g., IP Source Address


[5] DestinationAddress
-- e.g., IP Destination Address}

3) Reporting Call Associated Information

Future wireless systems may be supporting Voice Over IP (VoIP) calls via new signaling methods such as SIP and H.323. In these scenarios a call agent in the handset communicates with a call server in the accessing system to establish a voice call using packet mode communication. The accessing system may then interwork the VoIP call into the PSTN using signaling and media gateways (e.g., RTP-TDM, SIP-SS7) or deliver the call directly into a network using packet mode communication (e.g., SIP, RTP). Call associated information can be reported in these scenarios. Two methods have been identified:

3.a) Reporting J-STD-025 Call Associated Events

With this method call associated signaling such as SIP/H.323 would be mapped to the J-STD-025 call events.
 The development of this method is required in order to provide backward compatibility for systems that incorporate the J-STD-025 capabilities. This method will require changes and enhancements to J-STD-025.

3.b) Reporting SIP/H.323 Signaling

With this method the actual call associated signaling is reported to the LEAs. This alternate capability may be advantageous to future systems that do not have a backward compatibility issue with the J-STD-025 call events. The following ASN.1 encoded message provides an example of how the information could be reported:

CallSessionControlInfo ::= SEQUENCE  

       {


[0] Case Identity,


[1] IAPSystemIdentity,


[2] TimeStamp,


[3] CallSessionID,

-- e.g., Call ID


[4] CallSessionInfoType,

-- the type of signaling (e.g., H.323 family, SIP)


[5] CallSessionInfo
}

CallSessionInfoType  ::=  TBD
CallSessionInfo  ::=  OCTET STRING;

Summary 

The T1P1 investigation has identified areas where packet mode call identifying information could be reported in lieu of the packet mode content steam to assist LEAs per FCC Report and Order 99-230 on packet mode communication privacy. 

Recommendation

T1P1 recommends this report be considered during the TIA Joint Experts Meeting (JEM) on surveillance hosted by TIA, May 3-5, 2000, in Las Vegas and incorporated as appropriate into the JEM report to TIA.  Subsequent to a FCC review and response, this report should be submitted to an appropriate SDO (e.g., T1-TIA joint standards on CALEA) for incorporation into standards as necessary.

� FCC Third Report and Order, FCC 99-230, August 31, 1999, paragraphs 55 and 56.


� See T1-TIA joint standard J-STD-025, December 1997.


� Call Identifying Information as defined in FCC 99-230:  "Call identifying information means dialing or signaling information that identifies the origin, direction, destination, or termination of each communication generated or received by a subscriber by means of any equipment, facility, or service of a telecommunications carrier.  Call identifying information is "reasonably available" to a carrier if it is present at an intercept access point and can be made available without the carrier being unduly burdened with network modifications."





� Communication Assistance for Law Enforcement Act, October 25, 1994 


� The events reported are based on the GPRS PDP Context Activation and Deactivation processes.


� Access Point Name (APN) from GPRS


� When packet mode voice calls involve the accessing system's call server, the call signaling events are reported and the reporting of packet header information would be redundant and unnecessary. 


� Correlates NetworkAddressInfo to AccessPathEvent


� Either the source or destination address is associated with the intercept subject and thus indicates direction of packet flow.


� See J-STD-025 Section 4.4 Call Associated Information Surveillance Service Description - Call Identifying Information IAP (IDIAP) and the listed call events.


� Currently in J-STD-025 the IDIAP call events are defined only for circuit-mode calls. In addition these events may not be able to carry all necessary packet mode VoIP information (e.g., Session Definition Protocol information).
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