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Introduction
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PhD Defense, July 2016:

ñYou recommend WPA2 with AES, 

but are you sure thatôs secure?ò

Seems so! No attacks in 

14 years & proven secure.
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Key reinstallation when ic_set_key is called again?
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The 4-way handshake

Used to connect to any protected Wi-Fi network

üProvides mutual authentication

üNegotiates fresh PTK: pairwise temporal key

Appeared to be secure:

üNo attacks in over a decade (apart from password guessing)

üProven that negotiated key (PTK) is secret1

üAnd encryption protocol proven secure7
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4-way handshake (simplified)
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4-way handshake (simplified)
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PTK = Combine(shared secret,

ANonce, SNonce)



4-way handshake (simplified)
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PTK = Combine(shared secret,

ANonce, SNonce)

Attack isnôt about

ANonce or SNonce reuse



4-way handshake (simplified)

11



4-way handshake (simplified)
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4-way handshake (simplified)
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4-way handshake (simplified)
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PTK is installed



4-way handshake (simplified)
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Frame encryption (simplified)
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Plaintext data

Ą Nonce reuse implies keystream reuse (in all WPA2 ciphers)

Nonce

MixPTK
(session key)

Nonce
(packet number)

Packet key



4-way handshake (simplified)
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Installing PTK initializes 

nonce to zero



Channel 1
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Reinstallation Attack

Channel 6
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Reinstallation Attack
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Reinstallation Attack
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Reinstallation Attack

Block Msg4
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Reinstallation Attack
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Reinstallation Attack

In practice Msg4 

is sent encrypted
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Reinstallation Attack
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Reinstallation Attack

Key reinstallation! 

nonce is reset
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Reinstallation Attack
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Reinstallation Attack

Same nonce 

is used!
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Reinstallation Attack

Keystream
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Reinstallation Attack

Keystream

Decrypted!



Key Reinstallation Attack

Other Wi-Fi handshakes also vulnerable:

üGroup key handshake

üFT handshake

üTDLS PeerKey handshake

For details see our CCSô17 paper12:

üñKey Reinstallation Attacks: Forcing Nonce Reuse in WPA2ò
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Key reinstalls in 

4-way handshake

Misconceptions

Lessons learnedPractical impact



General impact
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Receive replay counter reset

Replay frames towards victim

Transmit nonce reset

Decrypt frames sent by victim



Cipher suite specific

AES-CCMP: No practical frame forging attacks

WPA-TKIP:

üRecover Message Integrity Check key from plaintext4,5

üForge/inject frames sent by the device under attack

GCMP (WiGig):

üRecover GHASH authentication key from nonce reuse6

üForge/inject frames in both directions

33



Handshake specific

Group key handshake:

üClient is attacked, but only AP sends real broadcast frames
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