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MAJOR OUTSTANDING ISSUES

1a. Continuity of Service in Case of CA Termination

NL 72. 

(major) P.26 section 7.4.9. The present requirements in case of CA termination are insufficient, what is required is service continuïty. This also is essential to establish trust in PKI for subscribers and relying parties+.

Suggestion: add text on business continuity in the case of:

· CSP  or CA termination  

· mergers of CSPs

For example a member state could make it obligatory to be member of a professional organisation of CSPs that are obliged to take over the service from each other in case of termination. Another example is a Trust Network of CSPs, where one CSP can take over the business of another  CSP, that wants to terminate. 

It is suggested that such measures are outside the current scope of the policy

1b. Revocation Status of Certificates following CA Termination

Franco RUGGIERI comment 17:

7.4.9 – A subject has not been covered: what is to be done of the certificates not yet expired at the date of the CA Termination.

I see two possibilities:

1. All such certificates are revoked on Termination date and the related revocation information are available at the CSP taking over the old CSP stuff

2. (Applicable when X.509 Revision 1 becomes in force) The new CSP is in charge of revoking such certificates. This can be implemented, e.g., via a statusReferral extension in the CRL last issued by the terminating CSP, which points to the indirectCRL issued from that moment on by the new CSP. 

The statusReferral CRL should have no nextUpdate value. 

Revocation of all user certificates could be detrimental to the Subject.  However, it is unreasonable to expect all CAs to support indirect CRLs.   I guess there is no alternative but solution 1.  Views?

The related wording in 7.4.8 may require improvement.

2) Rekeying using the old subscriber key

NL 56 – section 7.3.2

There is the issue if one would allow a transfer of new key material using the old keys. This would require a key exchange key with higher cryptographic security than the normal key. This also has a relation with the SSCD!

Should any restrictions be made on rekeying?

3) 7.5.2 i – Independence

ECBS:

This goes far beyond the requirements of the Directive, and should be deleted.

NL

75. (major) p. 22 section 7.5.i Independence requirements. The requirements are not only relevant for senior staff but all personnel in a trusted role. What is relevant here is that there should not be a mixing of interests in a way that negatively influences the CSP services. 

We do not think that it is required to be “independent” as described in Draft H in the real world.

4) CA Signature Device

The current text in 7.2.1 b) and 7.2.2 a) says the CA’s crypto device should be “FIPS 140-1 level 3 or equivalent as a minimum”.

Some concern has been expressed as to whether the same SSCD device used to create the user’s keys may be used to create the CA’s key.  In addition, discussions within CEN area D expressed concern over the preference given to the US standard over a protection profile that could be defined based on the common criteria.  An alternative wording has been proposed for these paragraphs that refer to a “suitable device.” followed by the following note:

NOTE:
Suitable devices include:

· a device meeting FIPS 140-1 [6] level 3,
· a secure signature creation device,
· a device conformant to a suitable protection profile, defined in accordance with the common criteria [7].
However, it is considered that the protection afforded by the second and third option is unclear and may not provide sufficient to meet the aims of this paragraph.

5) Liability

EEMA:

The Directive has introduced the concept of the CAs liability to any person who might “reasonably rely”. Whilst EEMA/ECAF accepts that this standard is merely reflecting the requirements of the Directive, we would express some concern that it introduces a significant change to the contract law and privity of contract which currently operates in many parts of Europe (and beyond).

Liability to third parties, although previously absent under contract law because of the privity principle, has always existed under Tort for negligence.

Liability under tort is a problem for CSPs, as potentially it is an open one and therefore unlimited. We believe the following is needed :

a) for negligence to be defined in terms of complying with an industry standard or failing that, a practice statement, so that courts are not left with the task of deciding what is and is not negligent in our industry, and

b) for the liability to be capped, even if this is a potentially high cap, so that underwriting cover can be obtained.

NL 77

78. (minor) p.32 overall liability and liability limits

The statement  “Note that because liability limits are on a transaction basis, and the CSP may not be able to control the number of transactions for which it becomes liable, the CSP may not have control over its overall liability” raises concerns. Is it possible for a CSP to insure the certification services appropriately with such an exposure? 

Text proposal:   “A CSP should describe in the CP how it handles liability in cases where multiple transactions have taken place, which are within the agreed limits on a per-transaction-basis, but which in total exceed the insured amount”

Comments from VeriSign

42.  Annex A, second paragraph after the box – Yes, but the details of the liability provisions are governed by private agreement between the parties (certainly subject to national provisions).  I think this should be noted.   

42.  Annex A (I)(A), paragraph after the bullets  - Yes, but subject to its liability 

caps.

43.  Annex A (I)(C), last paragraph – The CSP is providing a valuable revocation status service to the relying party.  The CSP incurs costs to provide this (i.e. the system must be trustworthy, and this has real costs).  In return for providing this service to the relying party, most CSPs require the relying party to agree to its terms of use of the service (that is, its limitations of liability).  Although it is a free service (out of pocket costs to the relying party), both parties get a benefit.  Hence, you have the essential elements for the formation of a contract.

44.  Annex A (II)(B) – The subscriber likely also agrees to its default liability to relying parties in its agreement with the CSP in its initial contract.    

It is proposed that this is discussed in the legal break out group.

5) Bibliography

Recommendations for national/ international documentation to be included in Annex E requested.

6) Contact point

Advise is sought from the ETSI chair & ETSI secretariat on the contact details to be included in section 5.5.

AREAS FOR FURTHER WORK

The following issues were identified which it is not considered practical to address in the current standard, but they are proposed for consideration in the next round of EESSI standardisation:

Registration, Ongoing Management & Approval of QCPs

Netherlands 3

How are other QCPs, as described in section 8, handled with respect to object identifiers and registration of object identifiers?

Do you intend to have some type of registration function, where one can obtain an object identifier?

Netherlands 6

This also raises the issue who will be the PMA for the ‘baseline’CP: ETSI, art. 9 committee, a special work group to the art. 9 committee, or … ?

US Federal PKI 14

 Section 8.1 paragraph a) does discuss a PMA (Policy Management Authority) as having the responsibility for approving a CP; it might be useful to recognize that in many cases, the PMA may also have responsibility for overseeing the operation of a CA, including ensuring it is properly adhering to its CPS. 

Definition of PMA  (Note: sometimes a Policy Management Authority is called simply Policy Authority (PA). 

From " X.509 Certificate Policy For The Federal Bridge Certification Authority", August 10, 2000: 

"Body established to oversee the creation and update of Certificate Policies, review 
Certificate Practice Statements, review the results of CA audits for policy compliance, 

evaluate non-domain policies for acceptance within the domain, and generally oversee 

and manage the PKI certificate policies." 

From "Understanding Public-key Infrastructures", Carlisle Adams, Steve Lloyd, ISBN 1-57870-166-X: 

"Policy Authorities establish Certificate Policies. The Policy Authority itself may vary from one organization 

to another. 

... 

The applicable policy authority is responsible for registering Certificate Policies with the 
appropriate registration authority (for example a national registration authority) so that the 
certificate policy OIDs can be assigned appropriately." 

The ETSI ESI WG, in consultation with the steering group / article 9 committee / national accreditation schemes needs to address a number of issues in this area:

a) Maintenance of the ETSI QCP

b) Approval of other QCPs following the section 8 framework

c) Registration of the QCPs

d) Approval of CAs / CSPs meeting the ETSI QCPs and the role of national schemes.

Auditing / Assessment

The current document does not specify how the requirements identified in may be assessed by an independent party, including requirements for information to be made available to an such independent assessors, or requirements on such assessors.

There is a requirement for such guidance. This requirement may be addressed by Area V.

Policy Requirements for other CSP Services

Netherlands 7b

Prepare an accompanying document dealing with the impact of operating in a real world environments, e.g. with CSPs delivering time-stamping services, notarization services, confidentiality services (…) and how this relates to other standards (present / future).

Policy Requirements for CSPs issuing Attribute Certificates

BSI – Germany

Please add a subclause 7.3.6 that deals with “attribute certification”, because of Annex II (d).

Outside scope of current document

CA & Cross Certificates

NL 7a (a) 

Indicate future evolution of the document if this is possible to foresee. At least an important topic like cross-certification should be 'put on the map' somewhere.

Also contribution 25 from Dieter Kronegger Austrian telecommunications regulatory authority

Multiple levels:

NL 11

(major). The document now recognises two ‘levels’ as defined in 5.3.1. and 5.3.2. It would probably be a good thing to also recognise a level with lower requirements to the registration process (which is the major cost driver for CSPs) to provide a useful level for art 5.2 (directive) signatures.

Registration Requirements for Alternative Certificates

NL 11

The document now recognises two ‘levels’ as defined in 5.3.1. and 5.3.2. It would probably be a good thing to also recognise a level with lower requirements to the registration process (which is the major cost driver for CSPs) to provide a useful level for art 5.2 (directive) signatures.

Certificates issued to devices (e.g. Web server)

Contribution 17 – Additional requirements from NL.

Business Model of CSP

NL 5b

Include a model of a CSP, based on functional building blocks or CSP internal roles like CA, RA, PMA, Key Management, Directory / Dissemmination, Proof and Preservation Authority, Time Stamping Authority. Requirements can then be of the form 'if the CSP fulfils the … role, then …'

CONTRIBUTIONS

1. Denis Pinkas, Bull France - 
   sent Thu 10/08/00 14:35, revised Fri 15/09/00 11:01
DP1 Bottom of page 4. The text currently states: " Subscriber and relying parties should consult the Certification Practice Statement of the issuing Certification Service Provider to obtain further details of precisely how the certificate policy is implemented by the particular CSP for a particular certificate."

The CSP is not particular to a particular certificate but to a certificate policy. The sentence should be changed to: " Subscriber and relying parties should consult the Certification Practice Statement of the issuing Certification Service Provider to obtain further details of precisely how a given certificate policy is implemented by the particular CSP."

Done

DP2 Section 3 on definitions and abbreviations should be aligned with the terminology document being worked on. So no specific comment is a given for that section, except one as follows.

Done

DP3 Page 6. Section 3. The current "Note" under "signature-verification-data" is incorrect. Signature Verification Data is not simply a public key, it is a *valid* public key, i.e. a public key valid at the time of the signature. A public key may be known to be valid through the use of a *valid* Qualified Certificate (not revoked at the time of signature). So "signature-verification-data" and "public key" are not equivalent. Either delete the note, or modify the note to say:

"Note: In Qualified Certificates based on public key cryptography, as covered by the current document, the Signature Verification Data is either a valid public key, a valid Qualified Certificate (i.e. not revoked at the time of signature) or a Signature Policy which specifies what a valid Qualified Certificate is. "
No change  - The directive explicitly states that a “public cryptographic key is an example of signature verification data [article 2.7] .  There is no mention of that it needs to be “valid”.

DP4 Page 11. Section 6.2. Subscriber Obligations. Item g). The current text says: 

"g) notify the CSP without any delay in case of compromise, or risk of compromise, of the Subscriber’s private key, and/or inaccuracy of the certificate content, as notified to the Subscriber, that occur at least up to the end of its validity period."

There are two problems with this sentence. 

a) if the certificate content changes (e.g. the employee changes form one organization to another), then the subscriber should also request a revocation.

b) "at least" is not appropriate. There is no obligation to report after end of the validity period, and the "at least" may let think that in some cases there is such an interest. The definition of a validity period, as made in RFC 2459 says that this is the period during which the CA must inform of revocation. There is clearly no intent to maintain open (using the new terms defined in this document) a "Revocation Management Service" for taking care of revocation reports on private keys related to certificates that have expired. However, some archiving service, which is not part of a CA obligations, might offer a "Certificate Revocation Status Service" for already revoked certificates. 
Change into: 

g) notify the CSP without any delay, as notified to the Subscriber, in case of effective private key compromise or risk of private key compromise, and/or inaccuracy or changes of the certificate content, that occur until the end of the validity period indicated in the certificate."

a) Done

b) Done - at least removed and reference made to validity as in certificate.

DP5 Page 12. The text from section 6.4 on liability is fully correct but a little bit short since it only refers to the text from the Directive and thus does help to understand the implications. More text/discussion is needed.

No change - Discussion is given in annex A as referenced.  The decision at the Stockholm meeting was to not include any further requirements on liability than given in the Directive.

DP6 Page 14. Section 7.2.1 Certification Authority Key Generation. Item b). The text says:

" b) Certification Authority key generation shall be carried out within a device meeting FIPS 140-1 level 3, or equivalent, as a minimum."

The text should refer to the document prepared by area F and thus should not refer FIPS 140-1 level 3.

No change  - Area F are only addressing requirements of user’s secure signature creation device.  Currently it does not address requirements of CA signing device.
DP7 Page 14. Section 7.2.1 Certification Authority Key Generation. Item d). The text says:

" d) The selected key length and algorithm for Certification Authority signing key shall be one which is recognised as being fit for the purposes of Qualified Certificates and appropriate for the expected lifetime of the keys used by the CA."

The end of the sentence is ambiguous. What is the "expected lifetime of the keys used by the CA" ? Does this mean " appropriate for the expected lifetime of the signing keys used by the CA" ? Are CAs required to indicate the "expected lifetime of their signing keys" ? The problem is that this is indicated nowhere in the document.

There are several solutions to solve this issue, among them:

1) delete the end of the sentence. Since anyway the algorithm identifier and the key length of the issuing key are visible in the certificate, the Relying Party can make its decision whether the key size is sufficient for its own purpose.

2) specify somewhere else that CAs are required to indicate the expected lifetime of their signing keys. If so, this depends from the certificate policy. Where should we indicate that ? In the CPS, that the application cannot "understand" ? The first solution seems easier (i.e. delete: "and appropriate for the expected lifetime of the keys used by the CA") .

Done  - “and appropriate for the expected lifetime of the keys used by the CA” replaced with “as issued by the CA”.  This concern is then covered by “fit for purpose”.

DP8 Page 15. Section 7.2.3. The Note 1). Typo: Change " trusted route" into "trusted source".

Done .

DP9 Page 16. Section 7.2.8. The Note under item b). After "algorithms" add "and key lengths".

Done .

DP10 Page 16. Section 7.2.9. The text is missing to address the activation data, i.e. data values, other than keys, that are required to operate cryptographic modules and that need to be protected (e.g., a PIN, a passphrase, or a manually-held key share). Add the following:

" iv) the activation data is securely prepared and distributed by means which are different from the means to distribute the secure signature-creation device."

Done with changes: “iv - where the secure signature device has associated user activation data (e.g. PIN code), the activation data is securely prepared and distributed separately from the secure signature-creation device.

Note: Separation may be achieved by ensuring distribution and delivery at different times, or via a differnt route.”
DP11 Page 17. Section 7.3.1. item d) The text says: " 

" d) The CSP shall verify by appropriate means in accordance with national law, the identity and, if applicable, any specific attributes of the person to which a Qualified Certificate is issued. This information shall be checked against the physically present person (either directly or indirectly through submitted documentation which provides equivalent assurance). Checks shall use documentation (paper or electronic) that at least verifies the

Subscriber’s:

The wording "against the physically present person" in the second sentence is not acceptable. Change the sentence into: 

" This information shall be checked either prior to the certificate request (e.g. using registration information obtained previously) or at the time of the certificate request (e.g. because it is presented by the physically present person) through submitted documentation which provides assurance against the qualities of the subscriber."

Done with changes based on comment tScheme (1) 

....  This information shall be checked against the natural person (either physically or indirectly through submitted evidence which provides equivalent assurance).   ...

DP12 (This is a full replacement for comment 12 from the previous document) Page 17. Section 7.3.1. items e) an f) The text says: 

" g) The CSP shall record all the registration information used to verify the Subscribers identity, the signed agreement with the Subscriber and the certificate itself during an archiving time period, in particular for the purpose of providing evidence of certification for the purposes of legal proceedings. This time period is indicated in the certificate either through the use of a Certificate Policy identifier or a Qualified Certificate statement extension. 

Note: This allows Relying Parties to verify signed documents for a given subscriber only as long as this information is archived by the CSP."

The text says" ... in particular for the purpose of providing evidence of certification for the purposes of legal proceedings". This is true, but not the single case, in fact it is a marginal case. The most important case, is to be able, for the subscriber, to get a proof from the CSP that he is who he claims to be, so that he can transmit that proof to the RP of his choice. When a pseudonym is used, this is definitively needed. When common names like John William or Jean Dupond are used this is also needed as well, and that need is at the time of the transaction, so that the subscriber can provide, at his will, a link between the name contained in the certificate and information like date of birth, place of birth, home address. It would be natural to provide this information in the form of an electronic signature provided by the CSP.

Text proposal:

" g) The CSP shall record all the registration information used to verify the Subscribers identity, the signed agreement with the Subscriber and the certificate itself during a retention period for the purpose of providing evidence of certification and evidence of the link between the name contained in the certificate and all or part of the registration information recorded at the time of registration, primarily for the subscriber but also for the purposes of legal proceedings. The form of this evidence can be given in paper or using electronic means. This retention period is indicated in the certificate either through the use of a Certificate Policy identifier or a Qualified Certificate statement extension. "

Done with changes 

The above does not match what is currently in (e) & (f) of STF 155 draft H.  The retention period is already stated in the PKI disclosure statement (or equivalent).

I propose to add a new paragraph (g):

“The records identified in (e) and (f) above shall be kept for at the period of time as indicated to the subscriber (see b above) and as necessary for the purposes for providing evidence of certification in legal proceedings.

and include registration information explicitly in (b).

DP13 Page 17. Section 7.3.1. items g). The text says:

" g) If the Subscriber’s key pair is not generated by the CSP, the certificate request process shall ensure that the Subscriber has possession of the private key associated with the public key presented for certification."

This is more than the Directive is asking for. The text from the Directive (Article 6. Liability) says: 

" As a minimum, Member States shall ensure that by issuing a certificate as a qualified certificate to the public or by guaranteeing such a certificate to the public a certification‑service‑provider is liable for damage caused to any entity or legal or natural person who reasonably relies on that certificate: 

(...)

(b)
for assurance that at the time of the issuance of the certificate, the signatory identified in the qualified certificate held the signature‑creation data corresponding to the signature‑verification data given or identified in the certificate; "

This means that the CSP is not forced to perform proof of possession but is liable for damage in case the subscriber does not possess the private key associated with the public key presented for certification. Such damage will not exist as soon as the subscriber uses a signature creation device which will make sure that the identifier of the certificate will always be included in the signature and protected by the digital signature. 

So they are two ways for a CSP to prevent the damage:

1. either by checking proof of possession of the private key,

2. or by mandating the subscriber to always include the certificate identifier in every digital signature.

A signature creation device could be built in such a way that it always include the certificate identifier. 

Text change proposal:

" g) If the Subscriber’s key pair is not generated by the CSP, either the certificate request process shall ensure that the Subscriber has possession of the private key associated with the public key presented for certification, or the Subscriber will have to agree in its obligations to always include the certificate identifier in every digital signature and to protect it by the digital signature."

No change  -  The CA is required to take on liability for correspondence between the private and public key (article 6.1.(b)).  A number of comments received have highlighted the need for proof of possession.

The CA has no control over the signature protocol used by the subscriber and so cannot be assured that that the certificate identifier is signed in the electronic signature.

DP14 Page 19. Section 7.3.3. items c). Typo. Change "secure" into "securely".

Proposed Disposition - Done

DP15 Page 20. Section 7.3.5. items d). The text says:

" d) The Subscriber, which is the subject of a revoked or suspended certificate, shall be informed of the change of status of its certificate."

There are two cases to consider. Whether the requester of the revocation/suspension is the subscriber himself or someone else. If it is the subscriber himself, this does not seem necessary. When it is not, the problem is that the text does not explicitly say who else is allowed to ask for a revocation/suspension. It is supposed to be some employee from the CSP. 

Text change proposal:

" d) when the Subscriber is not the requestor of the revocation/suspension, he shall be informed of the change of status of its certificate, using the physical address by which the subscriber may be contacted which has been obtained at the time of registration."

No change - If the subscriber requested the revocation he / she also needs to be informed whether this has been actioned.  It is up to the CSP how the subscriber is informed.  If the subscriber requires that he is informed through his physical address (rather than say by email) then this can be given an addition to the agreement.

DP16 Page 20. Section 7.3.5. items e). The text says:

" e) Once a Certificate is revoked it cannot be reinstated."

When CRLs are used, the secondary status information "suspended" is included in the primary status information "revoked". So suspension means "temporarily revoked", while revoked means in many places "definitively revoked". This kind of refinement should be done in the whole document (left to the editor), but in particular in this item.

Text change proposal:

" e) Once a Certificate is definitively revoked it cannot be reinstated."

Done with changes - Once a Certificate is definitively revoked (i.e. not suspended) it cannot be reinstated."
DP17 Page 24. Section 7.4.6. items e) and f). The text says:

"e) Users shall be successfully identified and authenticated to the application before all other interactions with the application.

  f) Users shall be accountable for their activities, for example by retaining event logs (see 7.4.11)."

The terms "Users" and "application" (copied from BS7799) is vague. Change into "CSP personnel and CSP staff". 

Text change proposal:

"e) CSP personnel and CSP staff shall be successfully identified and authenticated before using critical applications related to certificate management.

  f) CSP personnel and CSP staff shall be accountable for their activities, for example by retaining event logs (see 7.4.11)."

Done

DP18 Page 26. Section 7.4.8. item b). The text says:

"b) When informed of a compromise of another CA’s key, for which a CA Certificate has been issued, that CA

Certificate shall be revoked."

It is believed that a CSP issuing Qualified Certificates is a leaf CA and thus will never issue certificates to other CAs. So this clause does not apply and should be deleted. It could be replaced by the following text change proposal:

"b) the CSP shall take all necessary action to create a new issuing key pair and inform others CAs wishing to certify the new public issuing key of the value of the public issuing key parameters."

Done with changes  - Whilst the management of CA certificates are no part of this policy it is an import point and so worth including as a note.  The proposed text covers a different point.  Currently, there is no requirement for CAs to issue new keys.

DP19 Page 26. Section 7.4.8. item c). First bullet. The text says:

" (      Inform all Subscribers, relying parties and other CSPs with which the CSP has agreements or other form of established relations of the compromise."

In this document the terms CSP is used to mean a "CSP issuing Qualified Certificates". A CSP issuing a Qualified Certificates does NOT have any relationship with other CSPs, but with upper CAs, which are NOT necessarily CSPs.

Text change proposal:

" (      Inform all Subscribers, relying parties and Certification Authorities with which the CSP has agreements or other form of established relations of the compromise."

Done with changes. resulting from requested clarification of term CA & CSP

DP20 Page 26. Section 7.4.8. item c). First bullet. The text says:

" (   Indicate that Certificates and revocation status information issued using this CA key may no longer be valid."

It is not possible for a CSP to indicate that Certificates and revocation status information issued using this CA key may no longer be valid. However, this is possible for the upper CA.

Text change proposal:

" (   Request Certification Authorities with which the CSP has agreements or other form of established relations and which have issued CA certificates for the compromised issuing key to indicate that Certificates issued using this issuing key are no longer valid."

Done with changes. This is one example of how this may be achieved.

DP21 (This is a full replacement for comment 21 from the previous document) Page 26. Section 7.4.9. The text says:

"The Certification Authority shall ensure that potential disruptions to Subscribers and Relying Parties are minimized as a result of the cessation of the CSP’s services, and in particular ensure continued maintenance of records required to provide evidence of certification for the purposes of legal proceedings [Directive Annex II (i)]."

It would be useful to indicate the time period during which that information shall be maintained.

Text change proposal:

"The Certification Authority shall ensure that potential disruptions to Subscribers and Relying Parties are minimized as a result of the cessation of the CSP’s services, and in particular ensure continued maintenance of records required to provide evidence of certification and evidence of the link between the name contained in the certificate and all or part of the registration information recorded at the time of registration, primarily for the subscriber but also for the purposes of legal proceedings until the end of the retention period for every certificate."

Done with changes
DP22 Page 26. Section 7.4.9. item b). Second bullet. The text says:

" (      Inform all Subscribers, relying parties and other CSPs with which the CSP has agreements or other form of established relations."

In this document the terms CSP is used to mean a "CSP issuing Qualified Certificates". A CSP issuing a Qualified Certificates does NOT have any relationship with other CSPs, but with upper CAs, which are NOT necessarily CSPs.

Text change proposal:

" (      Inform all Subscribers, relying parties and Certification Authorities with which the CSP has agreements or other form of established relations"

Done with changes resulting from requested clarification of term CA & CSP
DP23 (This is a full replacement for comment 23 from the previous document) Page 27. Section 7.4.11 item b). Second bullet. The text says:

" v) event logs are held for a period of time as appropriate for providing necessary legal evidence in support of electronic signatures".

There should be a clear distinction between event logging and information that must be readily accessible but archived for a long time. There is thus a major distinction between the information that must be kept:

1) in an audit log during the life-time of the certificate (let us say up to a few months, e.g. 3 months, after the expiry of the certificate), like every detailed information about when the certificate request was received, when it was processed, when the certificate was created, when the smart card was created, when the PIN was distributed, when the smart card was delivered and so on ..., and 

2) in a database for a duration that goes well behind the life-time of the certificate, e.g. 20 years after the expiry of the certificate, i.e. until there is no more need to know the information that was given by the subscriber at the time of registration (or certificate renewal).

To summarize:

1) Audit logs are maintained and may be destroyed a few months after expiry of the certificate.

2) Registration information is archived and only destroyed several years after expiry of the certificate.

Since the time periods to maintain the information are very different, this distinction should clearly appear in the document.

Change the title of this section 7.4.11 from "Event Logging" into: "Event Logging and registration information archiving".

Move the item vi) about the precise time of events to be recorded in position v)

Done
Then, here is a text change proposal:

" vi) event logs, with the precise time of the log, are held for a period of time as appropriate for providing necessary evidence about actions, such as certificate issuance, suspension or definitive revocation undertaken by the CSP during the validity period of the certificate (usually until a few months after the expiry of the certificate).

  vii) the registration information used to verify the Subscribers identity, the signed agreement with the Subscriber and the certificate is kept for the retention period that applies to the certificate (usually up to several years after the expiry of the certificate). "

  viii) Evidences of the link between the name contained in a certificate and part of the registration information recorded at the time of registration, can be provided during the retention period which applies to the certificate, primarily to the subscriber but also for the purposes of legal proceedings. The form of this evidence can be given in paper or using electronic means.
Finally the two notes are very important, but should be modified in the following way:

" Note 1) The duration of the retention period for the registration information has to be appropriate for providing necessary legal evidence in support of some electronic signatures, i.e. until there is no more need to know this information, which has been obtained at the time of registration or/and verified at the time of certificate renewal. For that reason it has to match the period during which transactions relying on a valid certificate can be questioned. However, for some transactions such as real property conveyances, if done using electronic signatures, legal repose may not be realised until after a lengthy time elapses, if ever.

Note 2) Since this time period is variable and depends on the kind of transaction, CSPs might have to offer different retention periods matching the needs of different type of transactions. These differing retention periods for the registration information that apply to certificates shall be clearly identified."

Done with changes - As discussed at Stockholm it is difficult to be precise as to what parts of  registration information / event logs are required.  Evidence relating to revocation or CA key life cycle may be of equal importance.  The text is modified so that registration information is clearly identified independent of other event logs, and if it occurs that registration information is required to be kept longer it can be.  But on the other hand if CA key life-cycle information is considered more important then this can also be indicated.
DP24 Page 27. Section 7.4.11 item d). The text says:

" d) The CSP shall ensure that all registration information including the following is recorded:"

Text change proposal:

" d) The CSP shall ensure that all registration information including the following is maintained and is readily accessible during the retention period for the registration information applied to the certificate:"

No changes - This is already covered in 7.4.11 iv & vi

End of comments

2. Mats Ohlin, Sweden,  sent 11 Aug 2000 11:25 forwarded by Gyorgy Endersz 

One of the SC27-memebers, Mats Ohlin sent this lines to me and to the

Swedish shadow group. The initial sentence sais only that this is a quick

shot from the hip; no time given for more elaborate comments.

Gyorgy

-----Original Message-----

From: mats ohlin [mailto:mats.ohlin@itsec.fmv.se] 

Sent: den 11 augusti 2000 11:25

To: Susanne Björkander; AG27-medlemmar

Cc: Hans Nilsson; György Endersz

Subject: Re: E-91-00/FW: Draft CSP Policy for comments

Några kommentarer från höften; kommer sannolikt inte ha

tid att göra ytterligare analys.

1) Verification of subscriber's access to signature-data (ie private

key) This is required in the Directive (Art 6, 1 (b ). Thus a requirement on self-signed document (containing nounce/challenge from CA-to-be) should be added to section 6.2 d).

Already addressed: See 7.3.1 (g)

2) The word Trustworthy is mentioned in several places. Should

IS 15408 (ie Common Criteria) be referenced here? Certainly people

will raise the question: "What do you mean by trustworthy"?

It would be reasonable to consider some minimum assurance level.

(Cf Minimum requirement FIPS 140 Level 3 in one occurrence;

actually FIPS 140-2 draft refers to a PP for access control which

will include a CC EAL).

Already addressed: 7.4.6 Reference is already made to the EESSI Area D activity on trustworthy systems.

3. Martina Rohde, BSI Germany - sent Fri 25/08/00 09:44

General comments:

Please add a subclause that deals with the compliance of issued qualified certificates with the requirements of annex I.

Already addressed: See 7.3.3 (a)

Please revise the document because there are different levels of detail. On the one hand you mention very general requirements that are not PKI specific – it would be better to refer to appropriate documents; on the other hand you go down into details that are unnecessary – because they are not requirements but controls!

No change - More specific comments requested -  It is deliberate to pay more attention to mechanism independent security management controls, than PKI specific requirements to give the Certification Service Provider greatest flexibility whilst achieving an acceptable level of security.

Please change title because this document gives guidance on CPS and CP. Therefore delete “policy” or change into “certification practice statement and certificate policy”.

No change - see section 4.3 for explanation of this documents view of the relative role of certificate policy and certificate practice statement, which is in line with other activities in this area (e.g. ANSI x9.79)

Please rewrite the leading sentences of each subclause. You should only cite not interpret the requirements stated in Annex II because the attempt of interpreting is misleading.

Please provide suggestion for alternative text

Please add a subclause 7.3.6 that deals with “attribute certification”, because of Annex II (d).

Area for future work.  Outside the scope of the current document

Please add a subclause 7.3.7 that deals with “directory services”, because of Annex II (l).

No change - Requirements for the use of directory services for certificate dissemination is addressed in 7.3.4, and in support of revocation status is addressed in 7.3.5

Please add a subclause 7.4.12 that deals with “records archival”, because of Annex II (j).

Already requirements for maintenance of event and registration records covered in 7.4.11, requirements relating to Annex II(j) is covered in 7.2.8 c.

The use of “certification authority” and “CSP” is not consistent. Please revise the document and use CA only when appropriate.

Done
Please show the components of a CSP in a figure.

No change – the breakdown of a CA services is illustrated  in figure 1.  How this realised in specific components is a matter for the CA to decide.

Please enumerate all requirements listed in this document in order to give a CSP the possibility to refer in its CPS or CP which controls fulfil which requirements.

No change - Each requirement is given a letter or number reference

Please revise - according to the following proposal - Annex C because the references are not always correct:

a) ok

b) delete 7.3.4 - because it says nothing about a directory service - and add 7.3.3 and 7.3.7 (see above)

No change Functionality associated with a directory is covered by the certificate dissemination and revocation status services).  The Directory has nothing to do with Certificate Generation (7.3.3).

c) delete 7.4.11 - because event logging is not an appropriate control to ensure date and time precisely - and refer to the (new) subclause that deals with “in advance” controls

No change - 7.4.11 (v) includes requirement that the precise time of events is recorded.

d) .ok

e) delete 7.4.2, 7.4.4 and 7.4.5 - because only 7.4.3 says something about personnel and 7.4.1 says something about administrative and management procedures

Done

f) delete 7.2 - because it is too general - and add 7.2.1 and 7.2.8

Done

g) delete 7.2 - because it is too general - and add 7.2.2 and 7.2.3

Done

h) delete 7.5 - because it is too general - and refer to the (new) subclause that deals with means to show the financial resources

Done with changes

i) add 7.4.12 (see above)

No change

j) ok

k) ok

l) delete 7.3.4 and 7.3.5 because they say nothing about the storage of certificates - - and add 7.3.3 and 7.3.7 (see above)

No change - see earlier comment

Detailed comments:

7 Headings of specific service areas should have the same “title” as used in the subclauses of this document.

Comment not understood - The subheadings identify the component service to which the requirement applies whereas the main numbered headings identify the topic. 

7.1 a) is part of the security management and should be mentioned as an item of 7.4.1. However a CSP shall have a certificate policy which should be mentioned here.

No change - As a risk assessment is considered essential to the overall security of the service it is proposed to leave it at the start.

7.1 c) should refer to a PDS.

Done

7.2.8 d) I don’t understand this item. Key generation is not an aspect of a SSCD. I propose to delete this sentence. You should add a sentence dealing with a CSP providing key management services and additionally certifying keys generated by subscribers on their own.

No change - Key Generation is considered by the current Area F activity to be part of the SSCD functions.

7.2.9 I don’t see the point for such a statement. You should add a sentence dealing with a CSP using a SSCD, for certificate generation or not. And/or you should add a sentence if the subscribers use of a SSCD is required or recommended or arbitrary them.

One of the policies includes use of SSCD which may be provided by the CSP.

7.3 Please change title into “... - certificate management life cycle” because 7.2 is titled the same way.

Done

7.3.1 Please differentiate between initial registration, re-registration (e.g. after revocation) and registration of privileges (for attribute certification).

No change - 7.3.2 already covers certificate renewal.  What specific requirements for re-registration exists.  Attribute certificates are outside of the scope of the current document.

Please shift item g) to 7.3.3.

Done

Please shift items i)-k) to 7.3.3

Done

 and replace in j) registration “information” with “data” and “whenever” with “especially when”.

Done

Please shift items l)-m) to 7.3.4.

Done.

7.3.3 Please replace “certificate generation” with “certificate application and issuance” according to RFC2527 terminology.

No change - the existing heading fits better with terminology used within EESSI.

Please add a statement if the certificate of the subscriber has a qualified signature or not. 

No change - it is an issue for the subscriber whether the qualified certificate is used to produce a qualified signature.

Please add a statement on how keys that a subscriber has generated on its own are dealt with.

No change - 6.2.1d already identifies obligations on the Subscriber if it generates the key .

Please change b) to ... registration data, ..., and to the generated public key provided by the subscriber.

No change - the secure link needs to be to the act of registration not just the data.

Please change c) to ... secure linked to the associated registration data and to the generated public key by the CSP.

No change - as above.

7.3.4 Please replace “certificate dissemination” with “certificate acceptance” according to RFC2527 terminology.

No change - this aligns with the current model agreed with the rest of EESSI.

Please differentiate between additional public information as recently done in 7.3.4 and the publication of the certificate in a directory and the handing out of the PSE (both in a new subclause 7.3.7).

Done with changes - 7.3.4 split into two sub-headings.  Handling of PSE already covered elsewhere

Please change c) to ... available to the subscriber and to relying parties ...; 

Done

add to the first bullet ... its use including ..

No change - the existing wording aligns with the Directive

 delete the fifth bullet, add a new bullet  ... circumstances under which the certificate can be revoked, 

No change - the existing wording aligns with the Directive

add a new bullet ... information about how to verify a signature / how to validate a certificate.  Verifying signature is outside scope.

Done - expanded on existing 2nd bullet to read:

· information on how to validate the certificate, including how to check the revocation status of the certificate, such that the relying party is considered to "reasonably rely" on the certificate (see 6.3);

7.3.5 Please add a new item that deals with revocation request (e.g. authorisation). 

No change - already covered in 7.3.5 b

Please add the requirement that revocation reason and revocation time should be correct and precise.

No change - already covered in 7.4.11

 Please add whether online certification status services are used - and delete the note. 

Done with changes - 7.3.4 now includes requirement that relying party is informed of how to check revocation status.

Please add the requirement that defined grace periods between revocation request and certificate revocation should be ensured.

No change - this will depend on the specifics of the revocation

 Please add the requirement that the integrity and authenticity of revocation status information shall be ensured.

Done

7.3.6 Please consider also attribute certification (registration and revocation).

No change - out of scope

7.3.7 Please deal e.g. with aspects like directory- and CRL-distribution points, activation data for certificates, authentication data/procedure for revocation, receipt of PSE-handout and certificate, identification data for PSE, and the provision of an appropriate directory service.

No change - The policy avoids unnecessary definition of mechanism specifics.

7.4 Please add a subclause dealing with general CSP requirements such as “quality management” because CSP management and operation is more than security management only. A CSP should be managed and operated securely and properly.

Alterdy covered in 7.5 b

7.4.1 Please add an item that deals with risk management (see comment on 7.1). 

No change see earlier

The general aspects a)-c) are too detailed. 

No change - the document deliberately emphasis good security management practice

BS7799 is not the only way of managing information security. ISO/IEC 13335 has 5 parts and in the annex of part 4 you will find – besides BS7799 – 7 further documents on information security management.

Use of BS 7799 (to be ISO 17799-1) is not a mandatory.  13335 may be used instead.  However, to avoid confusion in terminology the standard points the CA in the direction of the one which is considered most appropriate.

 You can refer to a standard (in a note) but you should not give the impression that this is the one 

Done - he reader will be referred to the Bibliography which gives a list of other relevant standard.

and only. And by the way BS7799 is not an international standard!

But DIS 17799 is on its way to be such a standard

Please add key generation to d) as a certification service that shall be documented and maintained. 

Done with changes - Subscriber Signature Device  preparation added.

Please delete the words “technical” and “operation procedures” because all safeguards are important.

Done.

Please consider also general aspects such as corporate IT security policy, IT system security, IT security management, allocation of responsibilities, organisation of IT security, asset identification and valuation, and approval of IT systems.

It is left to the specific management system adopted to the more details of the information security policy documentation..

For clarification of “security policy” see ISO/IEC 13335-2 8.4.

7.4.3 In my opinion b) makes sense the other way round: For each employee there shall be a job description. Roles and responsibilities shall be assigned according to the job description and the employees’ qualifications. 

No change

You should stress the fact that a CSP should identify trusted roles.

Done

7.4.4 Once again the items i)-iii) are too detailed. This standard should refine the requirements in annex II. Therefore there is no need to repeat general stuff and additionally there is no reason to go down into technical details.

No change

7.4.5 See 7.4.4

Please change title to communications and operations management

No change - Communication security covered in 7.4.6

 and revise the note with respect to Configuration and change management, Capacity management, Documentation, Maintenance, Monitoring security relevant changes, Audit trails and logging, Media controls, Assured storage deletion, Segregation of duties, Current software use, and Software change control.

No change - not clear which note this comment applies to

 Please add an item “trustworthy systems shall be operated for the following critical services: key generation, registration, certificate issuance, and revocation. 

No change - requiremetns for trustworthy systems covered in 7.4.6

You should stress the fact that a CSP should identify its critical services and systems – according to the results of risk assessment and/ or asset classification.

Done - added as note

7.4.6

Please delete 7.4.6 h)-p) because these items are general and not service related.

Raised as general issue

7.4.7 Please deal with system development requirements and not only with maintenance.

No change - any further specific development requirements beyond use of Trustworthy systems as in 7.4.6?

7.4.8 I don’t understand b) Is this in case of cross certification? Please clarify or delete. Please consider besides CA key compromise also disaster recovery and key changeover.

Done - deleted

7.4.9 Add records archival to a). 

Done - registration records added

Delete b) 3. bullet which makes no sense because event logs are transferred.

Done - text revised

 Add a bullet on revocation of CA certificates.

Done added as note.

7.4.10 Please delete iii). 

Done

Please add compliance with CPS and CP 

Done

and add compliance with Annexes I to III.

No change - Compliance with Annex I & II is done through this policy.  Annex III is outside the scope of this document.

7.4.11 Please shift d) to 7.4.12.

No change - the reason for this change is not clear.

7.5 Please add an item “documentation”. A CSP should have documented procedures especially a documented information security management system. Event logs and record archival are a part of this documentation. Please add an item that the CSP structure shall foster confidence in the certification services it provides. Please specify what is meant by quality management systems in 7.5 b).

No change - requirements for documentation already stated elsewhere.

4. Franco RUGGIERI, FIR DIG Consultants, Italy - Mon 28/08/00 13:59
Comment #
Clause # - Comment text

1
Generally speaking, although QCP Requirements relate to signing keys and certificates, in a some parts the document mentions signature keys and certificates (e.g. clause 7.2.4), while in some other ones it speaks generically of keys and certificates (e.g. clause 7.2.8.c). My suggestion is either to clarify at the beginning that it refers solely to signature keys and certificates except where differently specified, or to always specify whether it refers to signature keys or other kind of keys.

In the following comments I assume that only signing keys are referred to.

Done - Scope updated to clearly state that the scope is limited to certification of keys used for electronic signatures.  Signature key is changed to signing key.

2
IMO the following three additional topics need to be covered:

1. Responsibility for QCP Public and QCP Public + SSDC maintenance and related procedures. It must be taken into account that such policies WILL need to be maintained. It could be clause 5.6.

This needs to be brought to the attention of ETSI WG.  This document will be maintained under normal ETSI procedures.

2. Need for a CSP to establish and maintain specific revocation procedures, stating, among other things, who is entitled to ask for a certificate revocation and how. It could be within clause “Revocation management”

Done

3. How to “ …ensure that the date and time when a certificate is issued or revoked can be determined precisely;” as per Annex II item c)?
IMO it is not enough to have the events logged: relying parties cannot access such logs. My opinion is that a reliable source of time must securely be referred to by the CSP such that:

a. “notBefore” field in certificates 

b. “thisUpdate” filed in CRLs 

are both reliable.

No change - It is believe that the requirement stated in the Directive is met by the timed logs.  IMHO the most important time is the time when the signature was created / verified as addressed by ES 201 733

3
5.2 – typo:

Where?

5.2.c should be 5.2.b

Done

4
7.2.2 – items d) 

“Certification Authority Private Keys if stored in software, shall be encrypted. Otherwise they shall be stored in a dedicated key processing hardware module.” 

and e) 

“Where the keys are stored using software and encryption, the keys shall be held in clear form only whilst they are in use, after this time the memory used to hold them shall be purged.”

are apparently in contrast with item a) 

“The Certification Authority private signing key shall be stored within a secure cryptographic device meeting FIPS 140-1 level 3, or equivalent, as a minimum.”

Which should be reworded as follows:

“If a Certification Authority signing private key is stored within a secure cryptographic device, it shall meet FIPS 140-1 level 3, or equivalent, as a minimum.”

This should be reviewed consistently with Denis’ comment # 6.

Done with change - Clairfy must be within FIPS device whenever in an unencrypted form.

5
7.3.1.d – The wording 

“… This information shall be checked against the physically present person (either directly or indirectly through submitted documentation which provides equivalent assurance).”

Is ambiguous. Please specify.

Additionally, IMO since Qualified Certificates are very sensitive objects, the subscriber should be present in person in front of the Registration Authority personnel.

Done with changes - reworded to clarify.  Still allows to be non-present physically if the same assurance is  provided.

6
7.3.1.f – 2nd bullet: 

“if required by the CSP, agreement by the Subscriber to use a Secure Signature Creation Device,”

doesn’t apply to QCP Public. Note is required.

Done



7
7.3.1.f – 3rd bullet:

“consent to the keeping of a record by the CSP of information used in registration (see 7.4.11 h, i, j) and any subsequent revocation (see 7.4.11 k), and passing of this information to third parties under the same conditions as required in by this policy in the case of the CA terminating its services”

doesn’t seem correct to me. Proposed wording:

“consent to the keeping of a record by the CSP of information used in registration (see 7.4.11 items c, d, e), in SCD preparation (see 7.4.11 items i, j) and any subsequent revocation (see 7.4.11 k), and passing of this information to third parties under the same conditions as required in by this policy in the case of the CA terminating its services”

Done

8
7.3.1.f – 4th bullet:

“whether the Subscriber requires and consents to the publication of its certificate,”

I’d rather modify in:

“whether and under which conditions the Subscriber requires and consents to the publication of its certificate,”

In this way this clause applies also to Chapter 8. A subscriber to a non-public CSP, in fact, would operate in a closed environment and could willingly accept his/her certificate to be published in a directory accessed solely by such environment members, but could refuse to operate, and have the certificate published, in an environment open to unknown people.

Done

9
7.3.1.h – Typo. 

“of the national its national”

choose one (
Done

10
7.3.1.k – 

“The CSP shall verify registration data is exchanged with recognised registration authorities in the event that external registration service providers are used.”

The term “recognised” registration authority is, IMO, vague. I’d rather suggest, as an example, a reference to “voluntarily accredited”, as per [Directive] Recital 9 and Article 3.2.

No change - It is the CA that is accredited.  It is the CA’s responsibility to establish rules for “recognizing” RAs such that it (the CA) will be accredited. 

11
7.3.4.c – Bullets 4th and 6th are duplicated

Done

12
7.3.5.f – 2nd bullet:

“a new CRL may be published before the stated time of the next CRL issue.”

X.509 Revision 1 (March 31, 2000) spells for nextUpdate (clause 7.3):

“indicates the date/time by which the next revocation list in this series will be issued”.

Proposed new wording:

“a new CRL may be published by the stated time of the next CRL issue.”

No change - Your proposed change allows the CA not to publish by the stated time.  My reading of X.509 is that “by which” means that it can be before the time.  Under the standard it has to be publish by the given time.

13
7.4.4.d – 

“Controls shall be implemented to protect against equipment, information and software relating to the CSP services being taken off-site without authorization.”

Though media are part of the equipment, since they too often can be object of an attack being easily stolen and stealthily imported, I propose to stress their importance, via the following text:

“Controls shall be implemented to protect against equipment, information, media and software relating to the CSP services being taken off-site and within the CSP premises without authorization.”

Done



14
7.4.6 – Typo:

“using, for example, using systems”

Done



15
7.4.6– Typo in items j and o:

“Continuous monitoring and alarm facilities shall be provided to enable the CSP to detect, register and react in a timely manner upon any authorised and/or irregular attempts to access its resources.”

“authorised” should be “unauthorised” 

Done



16
7.4.8.c 2nd bullet -  CA Key compromise – revocation

“Indicate that Certificates and revocation status information issued using this CA key may no longer be valid.”

Italian legislation (more in detail the Decree by the President of the Counsel of Ministers of 8th February 1999 – DPCM 8/2/99) requires timestamping to be used by the CA in a way that the compromising of the CA key is not, by itself, sufficient to deprive of validity all certificates issued up to that date (if anyone wants the updated English text of the DPCM 8/2/99, feel free to ask me).

For this reason I’d modify the above cited text as follows:

“Indicate that Certificates and revocation status information issued using this CA key may no longer be valid, unless other ways are in force to keep validity to the Certificates and to the revocation status information .”

Done



17
7.4.9 – A subject has not been covered: what is to be done of the certificates not yet expired at the date of the CA Termination.

I see two possibilities:

1. All such certificates are revoked on Termination date and the related revocation information are available at the CSP taking over the old CSP stuff

2. (Applicable when X.509 Revision 1 becomes in force) The new CSP is in charge of revoking such certificates. This can be implemented, e.g., via a statusReferral extension in the CRL last issued by the terminating CSP, which points to the indirectCRL issued from that moment on by the new CSP. 

The statusReferral CRL should have no nextUpdate value. 

Outstanding issue.

18
7.4.10 – 

IMO a requirement is to be added specifying the need for an independent auditing to be performed either periodically and in case of severe security incident.

No change - This has already been the subject of some debate.  The conclusion was this is an issue for the “accreditation scheme”, and outside the scope of this document.

19
7.4.11.d – Registration

Among the registration information to be recorded I’d add the following one:

· Specification by the subscriber of the cases for which he/she consents to make his/her certificate available for retrieval [Directive – Annex II item L, 3rd bullet]

Done with changes - Any choices in the subscriber agreement needs to be recorded.

20
7.4.11.d – Registration

Item C): 

“storage location of copies of applications and identification documents”

Proposed new text:

“storage location of copies of applications and identification documents, including the explicit acceptance of the subscriber’s obligations, signed in writing by the subscriber”

Done with changes 

(Notes comments on Denis’ comments were taken into account in proposing their disposition.)

5. Farrukh Ahmad, Baltimore, UK - sent by Nick Pope from marked up document, Fri 25/08/00 11:22
Thanks for all the detailed comments.

This particularly raises the issues on whether some of the more stringent requirements should also be placed on the the management and operation of the Dissemination (e.g directory) and Revocation Status (OCSP / Directory) service particularly given the requirement for high (24*7) availability!

On the main issues you raise:

a) 4.1: changing name to Certificate Dissemination service to Dissemination Service

Done

Note also that following a comment from Hans, I propose to change Subscriber SCD Provision Service to Subscriber Device Provision Service.

Done

b) You ask what is the significance of the lines from registration to Subscriber Devise Provision and back to Certificate Generation?  This indicates that registration may invoke Device Provision which then feeds the resulting public key into the certificate generation.

I think the point I am missing is what happens if the Certificate is distributed with the SCD device - maybe this is not something worth discussing as the Certificate Dissemination service serves this function!!

No change

c) 5.3 "Community"

You rightly indicate that under 2527 this heading normally includes the "types of entity that issue certificates, perform RA functions".

However, under the current structure this type of information is covered under detailed policy requirements in section 7.

I propose to change this to "User Community".

Done

d) 5.3 "Applicability"

You suggest that there should be a mention of suitable / acceptable user software as per G1 / G2.

I believe that such questions are outside the scope of the CA policy requirements relating to the Directive.  How can the CA be expected to enforce such requirements?

No change

e) 7: 3rd para "The subdivision of CSP services ..."

I agree that this restates what is already in 4.1 and so should be deleted.

Done

f) 7.2.2 (a) I agree that this need not be stored in the device if encrypted.

(What is the significance of the "*" against 7.2.1 a & b and 7.2.2 (f))

Done

g) 7.4.1 (a) You ask why use the term "Management information security forum whereas 7.1 (e) refers to a "management body".

They are intended to be different levels of management concerned with different levels of policy.  I agree that this may not be important and that we can use the term "Management body" in 7.4.1 as well. 

Done

Faz: Fine - I assume these are BS7799 terms - many organisations use the DoD (also ISO PKI Terminology) term Policy Approval Authority (PAA) for fulfilling the Management Information Security forum - is there any reason why this should not be used - or am I going way off track?

h) 7.4.1 (b) Note: Regardarding reference to BS 7799.  Depending on the results of a ballot (which I understand has just closed but the results have not yet been announced) BS7799 should become an International Standard (would you believe ISO/IEC 17799).

Done - Reference to BS 7799 replaced with ISO/IEC DIS 17799

i) 7.4.1 (d) Your raise the question why a System Security Policy is not required for the Dissemination Service and Subscriber Signature Device Provision.

I agree that there is no obvious reason why this shouldn't be a general requirement.

Done

j) 7.4.2 (a) You question whether Information Classification is realistic and practical.

Requirement reworded to clarify intent is not to use formal classification scheme
k) 7.4.4 You point out some minor inconsistencies in the heading and the text on what services are required to be in a physically secure environment.  Particularly, should Revocation Status and Dissemination services also be in a physically secure environment given the 24*7 availability requirement.

No change - the means of providing high availability is an issue for the CA.  For example, backup services is another alternative

l) 7.4.6 (m) You suggest that read access control should be required on Certificate Dissemination.  I believe that the baseline requirement is that information placed in the "Directory" is public, although business requirements may add the need for access control.  Thus, I don't believe that this QCP needs to mandate Read access control.

No change

m) 7.4.9 b) first bullet:  You raise the point that Relying Partries agreements are not so common.

This policy does not require relying party agreements.  WHat this text is trying to state is that where relying party agreement / other relationship does exist whith relying parties then they should be informed of CSP termination.

I propose to add a note clarifying that Relying Parties need not have agreements with the CSP under this policy.

Done

n) 7.4.11 v) note 2 didn’t really understand this provision and it effect/use? - can you please explain

Done - Is this any clearer?

& vi): we are specifying system syncronisation to UTC with tolerance of 1 sec - is this precise enough? - or should the 1 sec be specified as policy?

Done - This information should be included in the CA practices so that the evidence can be treated accordingly.

m) 7.5 (d) Note: You question the word "reasonablness standard".  I will look to the legal experts to help with clarification here.

Done - offending text deleted.

o) 8 : You raise a point about the impact of this section on Interoperability.  Can you say more about your point.

This is dependent on the requirement.  If open interoperability is required then a general ETSI QCP policy ID can be used (see comments from tScheme).

6) Don Johnson, Certicom, Send Wed 06/09/00 19:18
Hi,

A comment on ETSI STF 155 of 15th July 2000 "Policy Requirements for

Certification Service Providers Issuing Qualified Certificates".

Section 7.3.1 Subscriber registration, Item G:  This item mentions the need for

proof of possession (commonly called POP) of the subscriber's associated private

key.  Also appropriate for consideration is public key validation (commonly

called PKV) of the subscriber's candidate public key.

Methods for Public Key Validation are being defined in ANSI X9 standards (X9.62,

X9.42, X9.63, etc.), IEEE P1363 standards, ISO SC27 standards (ISO 9796-3, ISO

14888-3, ISO 15946-1, etc.) and others.  Public key validation consists of

running tests to provide assurance that the candidate public key conforms to the

arithmetic requirements of key pair generation specified in the relevant

standard.

A candidate public key might be invalid because of an inadvertent error during

key pair generation or because of deliberate action by an adversary.  This

adversary action includes stressing a cryptographic module to deliberately

induce errors during key generation with the goal of eventual digital signature

repudiation or knowledge by an adversary of a rare arithmetic error in a

processor that is deliberately triggered.

Use of an invalid public key should be assumed to void all security assurances,

including the inability of an adversary to forge a signature or discover the

associated private key.  That is, an invalid public key is outside of the

"mathematical hard problem" space defined by a standard.  For digital

signatures, this means a digital signature may be invalid even if the signature

verifies, unless there is assurance of the validity of the public key.  An

honest signer may desire PKV on his/her own public key to provide assurance that

there were no calculation errors during key generation that might make the

public key easy to break.  An honest verifier may desire assurance of PKV on

someone else's public key before using it to do a signature verification.  Only

a dishonest user would desire an invalid public key to be included in a

certificate.

PKV can be considered the complement of POP, a user might own the private key

associated with an invalid public key and a user might not own the private key

associated with a valid public key; doing both POP and PKV provides for high

levels of security assurance and work in a synergistic fashion.

I hope you include PKV in the ETSI spec.  Please get back to me with your

thoughts.  I am willing to assist in any way.

Regards, Don Johnson, Certicom

No change - In the Electronic Signatures Directive the CSP (CA) is only responsible for the "correctness" of the key pair if it generates it itself (see Dir 1999/93 - Article 6.1(c)).

7) EESSI Work Area V - Issued 2000-09-07  Ref. ESV-53, 1-0

1
General
Numbering of sub-clauses is not consistent. Mostly, a), b), c), is used, however also i), ii), iii) appear (e.g. 7.2.7, 7.2.9, etc.). Two different styles appear to be used.

Done - i) ii) etc related to objectives.  Text revised to avoid list related to objectives.

2
3
1. The notion “certificate” is not defined.
2. The notion “advanced electronic signature” is not defined.
3. Signature-creation device can also be a combination of configured software and hardware.
4. Key Escrow (refer to 7.2.4) is not defined.

1,2  – Done

3-No change – following directive definition

4-Done

3
4.1
The title of Figure 1 is not obvious from the text of section 4.1.



Proposal to change as follows:



Figure 1: Illustration of possible subdivision of Certification Services.

Done with changes: “Figure 1: Illustration of subdivision of certification services used in Current Document”
4
4.2
Last sentence: replace “However, it...” by “However, the Certification Authority...”

Done

5
6.2 a)
Requirement 6.2.f seems redundant, but is apparently included to cover for the limitation in 6.2.a: “...during Subscriber registration...” Better placed as a sub-clause / qualification to ‘a’.

Done


Proposal to change as follows:


6.2 a)
in accordance with the requirements of this policy, submit accurate and complete information to the CSP during Subscriber registration and thereafter immediately upon any change in the information submitted;

Done with changes.


Delete 6.2 f).

Done

6
7.1 d)
1. Certification Practice Statement is not only made available for assessing conformance.
2. To assess conformance, much more is needed than details of the CPS.
3. An external auditor does not certify but performs assessment.
4. What means “not generally required” in the note? When is it required?
5. What practices shall be made public? What not?

1 – No change –information that relying subscrbers/relying parties must see is covered by the PKI disclosure statement.  Within the terms of this policy this is the only essential requirement of the CPS

2 – Done – “and other relevant documentation” added.


Proposal to change as follows:


7.1 d)
The CA shall make its Certification Practice Statement publicly available.
Note: The CA is not required to make available to the public its documentation on operational procedures.

No change – the requirements for information requirements needed under the directive are covered in (new) 7.3.4 “Dissemination of Terms and Conditions”

7
7.1 e)
1. Is the “management body” the highest management level of the CA?
2. Is this “management body” just meant for approving the CPS or can it have other tasks?
3. The purpose of this requirement seems from this wording to be only to ensure that there is management.


Proposal to change as follows:


7.1 e)
The management of the CA having executive responsibility for all CSP operations shall approve the Certification Practice Statement.

Done with changes – may well not be the executive in change of operation.

8
7.1 g)
Purpose of the requirement must be to give notice of a planned revision and make the CPS immediately available when it is revised.


Proposal to change as follows:


7.1 g)
The CA shall give due notice to all appropriate Subscribers and Relying Parties of changes it intends to make in its Certification Practice Statement and shall, following approval as in (e) above, make the revised Certification Practice Statement immediately available to the public as in (d) above.

Done

9
7.2.1 a)
This requirement should be lined-up with 7.2.2 b).


Proposal to change as follows:


7.2.1 a)
Certification Authority key generation shall be undertaken in a secure area by authorized personnel under at least dual control.

Done

10
7.2.2 b)
1. This requirement should be lined-up with 7.2.1 a).
2. A “physically secured environment” is an undefined notion. It would be preferable to use “secure area” as described in BS 7799-1:1999 section 7.1.


Proposal to change as follows:


7.2.2 b)
The Certification Authority private key shall be backed up, stored and recovered in a secure area by authorized personnel under at least dual control.

No change - 7.4.4 identifies requirements for physical security

11
7.2.6 a)
The meaning of the adjective “completely” is unclear.


Proposal to change as follows:


7.2.6 a)
destroyed such that the private keys cannot be retrieved, or...

Done

12
7.2.8 c)
The current wording of this requirement allows copying and storage of CSP-generated Subscriber keys prior to delivery to the Subscriber.


Proposal to change as follows:


7.2.8 c)
CSP-generated Subscriber keys shall be delivered to the Subscriber and shall not be copied and stored by the CSP.

No change – Under some schemes CSP may prepare unassigned keys which it may need to be stored.

#
Section
Comment
13
7.3.1 ii)
1. The order of requirements is not logical; it should be “...complete, accurate and authorized.”
2. The requirement does not specify by whom the Subscriber certificate request should be authorized.

1- done 2-done

14
7.3.1 b)
The adjective “precise” does not add aspects to “terms and conditions” that can be assessed by an auditor. (Of course this wording comes from the Directive, but we should not use political language in standards :-)

Done

15
7.3.1 c)
1. At this stage, there is no agreement but just information. The agreement is established by the steps (f) and (l).
2. A definition of “durable means of communication” is lacking. The explanation in between brackets that this is “with integrity over time” does not help in assessing whether a CSP has fulfilled the requirement. 
3. A definition of “readily understandable language” is lacking. What is readily understandable can change from person to person. This requirement cannot be assessed without further definition.

1-done, 2-No change – Earlier comments added this text because it was considered to reduce ambiguity.

16
7.3.1 d)
The standardized model of national passports in the EU uses the words “surname” (= family name) and “given names” (= first names).


Proposal to change the fist bullet of 7.3.1. d) as follows:

· Surname and given names.

Done

17
7.3.1 l)
1. In this step the CSP confirms the agreement with the Subscriber. Requirements l) and m) can be combined.
2. Refer to the comment above on 7.3.1 c): “durable means of communication”.
3. Refer to the comment above on 7.3.1 b): the adjective “precise” does not add anything to “terms and conditions” that can be assessed.

Overtaken by other changes

18
7.3.2 i)
1. Requirement is unclear.
2. Line-up with 7.3.1 ii).

Done


Proposal to change as follows:


7.3.2 i)
Subscriber certificate requests for renewal or re-key, issued by a Subscriber who has already previously registered, are complete, accurate and duly authorized;

Done

#
Section
Comment
19
7.3.2 ii)
1. Requirement is unclear.
2. Line-up with 7.3.1 ii).


Proposal to change as follows:


7.3.2 ii)
Subscriber certificate requests for renewal or re-key following certificate revocation or expiration are complete, accurate and duly authorized

Done

20
7.3.4 c)
Second bullet:
1. The requirement is unclear.
2. Line-up with 7.3.1 b).


Proposal to change the second bullet as follows:

· the Relying Party’s obligations as defined in 6.3;

Overtaken by other  changes

21
7.3.4 d)
Refer to comment under 7.3.1 b).

Done

22
7.4.1 iii)
The security of CSP facilities, systems and information assets should always be maintained, whether accessed by third parties or not.


Proposal to change as follows:


7.4.1 iii)
the security of CSP facilities, systems and information assets is maintained; and

Done

23
7.4.1 a)
The notion “CSP management information security forum” is undefined.


Proposal to change as follows:


7.4.1 a)
The CSP management shall provide direction on information security through a suitable high level steering forum that is responsible for defining the CSP’s information security policy and ensuring publication and communication of the policy to all employees.

Done

24
7.4.1 c)
Different terms are used to identify suppliers of component services: “other parties” (4.2), “sub-contractors” (6.1), and “third parties” (7.4.1 c).


It is proposed to use one term only, preferably “subcontractor” (without hyphen).

Done (Elsewhere third party is used for more general third party)

#
Section
Comment
25
7.4.1 d)
1. The adjective “technical” is unclear.
2. It is not clear what is meant by “these” certification services.
3. The requirement does not include implementation of the security controls and operating procedures.
4. The second and third sentences seem to be notes, not requirements.


Proposal to change as follows:


7.4.1 d)
The security controls and operating procedures for systems providing registration, certificate generation, and revocation management services shall be documented, implemented and maintained.
Note: This documentation (commonly called the System Security Policy) should identify all relevant targets, objects and potential threats related to the services provided and the safeguards required to avoid or limit the effects of those threats. It should describe the rules, directives and procedures regarding how the specified services and the associated security assurance are provided in addition to stating policy on incidents and disasters.

1-Done 2- Overtaken by other  changes 3,4-done

26
7.4.2 a)
The requirement is unclear.


Proposal to change as follows:


7.4.2 a)
The CSP shall maintain an inventory of all information assets and shall assign security classifications to information assets consistent with security, regulatory and business needs.

Done

27
7.4.3
The word “staff” is too loose for use in a standard.


Proposal to change “staff” into “personnel”.

Done

28
7.4.3 c)
1. The word ‘Staffing” is apparently used to indicate the process of hiring and keeping personnel. This notion could create confusion.
2. The requirement is completely unclear in its present wording.

Done

29
7.4.3 d)
1. This requirement is probably meant to say that CSP personnel must adhere to CSP procedures, 
2. Unclear what is meant by “recognised standards”.

Done

30
7.4.3 e)
What are “proper” security procedures?

Done – proper deleted

31
7.4.3 h)
1. Which crimes are “serious”?
2. What offences effect (typo: should be “affect”) his/her suitability for the position?
3. Either definitions or notes are needed to understand the requirements.
4. The requirements are perhaps illegal in some countries.

No change:1-My understanding is that this is a recognised term in many legal systems

2-This requires some judgement but does not seem to difficult

4-This was re-worded to include the word “known” as in some countries it is not possible to know whether a person is convicted.

#
Section
Comment
32
7.4.5
The note preceding item a) uses “efficiently” (producing a desired result with minimum effort or expense) instead of “effectively” (producing a desired result). Conformity assessment is not concerned with efficiency, but with effectiveness.

Done

33
7.4.5 d)
1. “Parties” should be replaced by “The Certification Authority”.
2. Conformity assessment cannot be extended to Subscribers. The note should be removed.

1-Done, 2-No change: This note is informative

34
7.4.5 e)
1. What does “responsible staff” mean?
2. This requirement repeats 7.4.3.
3. It is not clear whether “responsible and suitably skilled staff” is the same as “personnel which possess the expert knowledge, experience and qualifications necessary for the offered services and as appropriate to the job function” as
in 7.4.3 a).

Done – text deleted as already covered in 7.4.3.

35
7.4.5 f)
Refer to comments above under 7.4.5 e).

Done – text deleted as already covered in 7.4.3.

36
7.4.6 i)
“...secure environment...” in stead of “...secured environment...”

Done with changes – use term physically secure

37
7.4.8 c)
It is not clear from the words “in such case” whether 7.4.8 c) is connected to 7.4.8 b).

Done

38
7.4.9 b)
The requirement “...the following procedures shall be completed...” could be understood as that the procedures should be documented at that point in time. Since the meaning probably is that the procedures must have been executed, it is proposed the replace “completed” by “executed”.

Done

39
7.4.10
Since an auditor does not have law enforcement authority and/or criminal investigation authority, it cannot be established by conformity assessment practices whether a CSP complies with legal requirements in any or all aspects. The requirement is already stated in law and must not be repeated in a standard.

No change – The auditor does not need to check this itself. It just requires that the CA has taken steps to ensure that this is true.  (e.g. identify the laws which it believes it complies with).

40
7.4.11 i)
1. What events are “significant”?
2. What are “environmental events”?

Done 1-replace with reference to following list, 2-deleted

41
7.4.11 vi)
How “precise” should the time of events be recorded?

Outstanding Issue

#
Section
Comment
42
7.4.11 h)
If the CSP shall not record the plain text value of any private keys, then the CSP can apparently record the non-plain-text value of private keys. However, this would be noncompliant with 7.2.8 c). It is proposed to remove 7.4.11 h).

Done.

43
7.5 b)
Why should the CSP have systems (plural) for both quality and information security? Would the CSP be noncompliant if it had one system for quality and one for information security? Would the CSP be even more noncompliant if it had one combined system for quality and information security?

Done re-worded to allow one or more systems to provide quality and security.

44
7.5 c)
Are the liabilities for damages different from the liabilities arising from operations and/or activities?

No change – not clear how the significance of this comment

45
7.5 d)
The word “sufficient” is not used in the text of the requirement; therefore the note on “sufficient” serves no purpose.


Outstanding issue

46
7.5 h)
The auditor has no means to assess whether the CSP has or does not have a record of prior intentional wrongdoing. Refer also to the comment under 7.4.10.

Done with changes “known” added as in 7.4.3

8. Area D Comment on Roles -  Sent Thu 07/09/00 17:08

Hi Nick, please note we are using the roles, detailed below, in Area D. I would like to ensure that QCP adequately addressess roles (and associated policy) also and we have agreement on these roles and what they do!! Currently roles are only mentioned as a note with no indication of mandatory implementation. 

Security Officers: Overall responsibility for administering the implementation of the security practices defined in the Certification Practice Statement. Additionally approve the generation/revocation/suspension of Certificates

System Administrators: Authorised to install, configure and maintain TWSs.

System Operators: Responsible for operating TWSs on a day to day basis. Authorised to perform system backup and recovery

System Auditors: Authorised to view and maintain archives and audit logs of TWSs.

Note: TWSs = Trustworthy Systems

Regards

Farrukh Ahmad

Done

9 Simon Corell ID2 - Marked up document Fri 08/09/00 15:35

Key points raised:

All done except

No change - Comment to combine 7.2.9 i & iii

10 European Committee for Banking Standards - Sent Mon 11/09/00 09:37

These comments have been prepared by the ECBS Expert Group, appointed to consider STF 155.  References are to Draft G, although we have subsequently seen Draft H, and been able to take account of the changes introduced in the later draft.

On the basic question as to the requirements for other levels and classes of certificates, the view of the experts from the banking industry is that there will be no requirement from the European banking industry for lower classes of certificates than those dealt with in the present ETSI text.

1.  Scope.  Paragraph 3, Line 2.  We believe the reference should be to “Advanced” and not to “Qualified” Electronic Signatures.

No change – Within EESSI the term Qualified Electronic Signatures is being used for advanced electronic signatures, supported by a qualified certificate created using a secure signature creation device as defined in 5.1.   Advanced electronic signature may be provided by a range of technologies.

Final paragraph.  To read “To obtain details of precisely how the certificate policy is implemented by a particular Certification Service Provider for a particular certificate, subscriber and relying parties should consult auditors or other independent assessors with access to the Certification Practice Statement of  the issuing CSP.”  

Rationale:  The Certification Practice Statement contains confidential information, and cannot be made available to all subscribers and relying parties.  The Note in 4.3.2 confirms the confidential nature of  the CPS.

Done with changes – independent assessment is optional

3.  Definitions and Abbreviations.  Certificate Policy.    An additional sentence to follow the X509 definition, to read  “The policy includes the technical, organisational and procedural requirements to be achieved by the Certification Practice Statement.”

Rationale.  A more complete statement of the relationship between the CP and the CPS.  It seems that this further purpose of the CP is better explained by a simple addition to the definition than by going into more detail in 4.3.2.

Done with changes – Existing definitions are used wherever possible.  Text added to 4.3 which provides a description of CP and CPS.  Reference to 4.3 added to definition.

6.2.  Subscriber Obligations.  e)  to read “If the certificate policy of the CSP requires the use of a secure signature-creation device, then the subscriber shall be responsible for ensuring that the SSCD conforms to Annex III of the Directive.”

Rationale: The present text can be read as implying a responsibility on the part of the CSP, a responsibility which it cannot have.

g)  Replace “risk” with “suspicion”.  Rationale:  More precise English.

7.  Requirements of CSP Practice. 
Introductory Section.  Additional final sentence to read “Senior management is responsible for the proper performance of the security management function.”

Rationale:  References to “senior management” throughout the remainder of 7 can be replaced by references to “security management”.  This is a more accurate reflection of practical organisational arrangements, while ensuring that ultimate responsibility still rests with senior management.

Done with changes – requirement added to 7.1 (e+)

7.1  Certification Practice Statement.  g)  Delete all words after “auditors”.  

Rationale:  See comment in Scope.

Done with changes

7.2.1.  CA Key Generation  a).    Move to 7.4.

Done with changes – relevant to both 7.2.1 and 7.4.  Added forward reference
7.2.2.  CA Key Storage Backup and Recovery  b)  Opening to text to read “  All secure and/or sensitive operations of the Certification Authority shall be backed up……”  The sub para should then be moved en bloc to 7.4.

No change – Not clear whether this comment is suggesting backup personnel should be provided to ensure availability of operations, or dual control requirement should be applied to all secure and sensitive operations.  Regarding backup personnel: the means of meeting requirements of service availability is left to the CA practices. Regarding dual control: other services which require dual control is a matter for the risk analysis of the CA.

d) and e).   Delete all references to storage of keys in software.

Rationale:  Software storage of keys is not considered adequately secure.  Deleting these two sub paragraphs will strengthen sub-para a).

Done

7.2.4.  Key Escrow.  To read : “Key escrow shall not be applied to Certification Authority signature keys, nor to subscriber signature keys”.    Rationale:  Clarity.

Done with changes

7.3.1.  Subscriber Registration.  d)  Third line.  To read :  “against the physical person…..”

Done with changes

7.3.3.  Certificate Generation.  a) Note.  Replace ES with “Electronic Signature”

Done

7.3.4.  Certificate Dissemination.  e)  Final text.  Replace  “Certificate Practice Statement” with “Certificate Policy”.  Rationale:  Error in present text.

No change – the specific levels of service is left up to the CA to specify in its CPS

7.3.5.  Certificate Revocation and Suspension.  b)  Replace “validated” with “authenticated”. 

Rationale: Accuracy

Done

f)  Additional first bullet.  “  (  Signed”.

Done

g)  Final text.  Replace  “Certificate Practice Statement” with “Certificate Policy”.  Rationale:  Error in present text.

No change – the specific levels of service is left up to the CA to specify in its CPS

h)  Final text.  Replace  “Certificate Practice Statement” with “Certificate Policy”.  Rationale:  Error in present text.

No change – the specific levels of service is left up to the CA to specify in its CPS

7.4.1. Security Management.  c)   This seems to be the most important of the sub-paras and should be promoted to a).

Done

7.4.2.  Asset Classification and Management   a) (Why is this numbered ?), to read “The CSP shall implement information  classification and associated protective controls for information, based upon a structured risk analysis.

Rationale:  Greater accuracy.

Done with changes

7.4.3.  Personnel Security.  f)  Present text is far too wide.  Having given the matter some thought, we can offer no satisfactory alternative, so suggest the sub para be deleted.

g)  Replace “appropriate senior management group” with “ security administrators”.

Done with changes

7.5.  Organisational  i) (Under Certificate Generation, Revocation Management).  This goes far beyond the requirements of the Directive, and should be deleted.

Outstanding issue

8.  Framework for the Definition of Other Qualified Certificate Policies.  The value of this Section in the present document is not clear.  Sections 5 through 7 define policies for “Qualified Certificates issued to the public” (see Scope).  Section 8 provides only a framework for Other QCPs.  How far, then, do the requirements of Section 5 through 7 apply to Section 8 ?  The only obvious solution to this issue is to take out Section 8 altogether (perhaps publishing it separately), so that the remaining document falls exclusively within its stated Scope.  That, unfortunately leaves another problem: is there a need to define “the public” ?

Done with change s - Explanation added to start of section 8.  Description of public added to section 5.1

Annex A.  First para following the quotation from the Directive.  We can see no added value from this paragraph, and are unclear as to its intention.  Without a clearer intention, it should be deleted.

Done – clarified that the statement describes what public means

10 Kenneth Olofsson, National Post and Telecom Agency, Sweden – Sent Wed 13/09/00 12:27
A few comments on ETSI STF 155 T1 Draft H

General comments:

* The terms CA and CSP should be defined and used consistently

  throughout the document.

* The relationship between CA and CSP should be clarified.

* The vocabulary should be consistent with the directive.

* Shouldn't the structure of the document follow RFC 2459?

Section   Comment

3           "Certificate" is not defined.

3         "Advanced electronic signature" is not defined.

7.4.10 i  We should not have to state that a CSP should

          comply with the law.

11 Mark Silvern, VeriSign - Forwarded by Nick Pope, Thu 14/09/00 13:05

1.  Definitions:  The definitions of CA and CSP are very similar.  I’d suggest clarifying the differences or note that a CA is a CSP or something like that.

Done

2.  Section 4.2, last sentence – I’d suggest adding “and CPS” after “. . . current document.”

No change - could not find text referred to.

3.  Section 4.3.1 – While I agree with your conceptual distinction on the differnce between a CP and a CPS, I would suggest not getting too hung up on the “form” of them.  I think the main point is that the information contained in both of them is provided to end users.  Much of the legislation through the rest of the world does not place such an emphasis on form.  Once Europe and the rest of the world get beyond the basic legislation and actually desire to implement interoperable PKI, this could become a stumbling block.  Strong suggestions as to form might be a good idea as opposed to an actual requirement.

Done - Introductory paragraph added clarifying the aim of this section being to explain the relative roles of CP and CPS.

4.  Section 5.2 - I know we discussed whether an OID should be required or not.  While it is certainly easy for any CSP to implement the OID, it does lack some practical realities.  OIDs need to be interpreted (not that easy for the average end-user to do this).  Therefore, I would suggest that it also needs to be reflected in the CP and/or CPS.

Done - Paragraph added requiring the identifier to be included in the CPS.

5.  Section 6.2 – I’d suggest adding the following subscriber representations.  From a legal perspective, a relying party is in a much better position to assert a claim against the subscriber if the subscriber made a representation in the first place.

-Each digital signature created using the private key corresponding to the public key listed in the certificate is the digital signature of the subscriber and the certificate has been accepted and is operational (not expired, suspended or revoked) at the time the digital signature is created

- No unauthorized person has ever had access to the subscriber’s private key,

- All representations made by the subscriber to the CSP regarding the information contained in the certificate are true

- All information contained in the certificate is true to the extent that the subscriber had knowledge or notice of such information and does not promptly notify the CSP of any material inaccuracies in such information 

- The certificate is being used exclusively for authorized and legal purposes, consistent with the CP

No change – such legal specifics is for the CA to add as necessary.

6.  Section 5.2(G) - add “reasonable” after the word “any” and add “or change” the word inaccuracy.

Done

7. Section 6.3 – modify as to read as follows.  “Verify through the means prescribed by the CSP . . . “

No change - this leave the CA able to change the policy for checking certificates. 

8.  Section 6.3(b) – Add “or incorporated by reference in” after the words “either in.”

No change - It is not clear that incorporation by reference is recognised as a means of indicating limitations in the certificate. 

9.  Section 6.3(c) – Add after the word “Directive,” “and as elaborated in the CSP’s CP and CPS.”

No change - This may be true but is not an issue for this policy.

10.  Section 7.1 – To avoid confusion in interpretation, I’d use the exact language from the Directive in the first sentence.

Done

11.  Section 7.1(a) - Clarify whether this is a risk assessment vs. a statement of what you do.  If it is the former, you need to clarify what you mean.

Done

11.  Section 7(d) – The two bullets are very different approaches.  I’d suggest the latter.  In essence, a self-certification.  If not, a whole lot of development needs to be done here.  Please clarify what you mean by the note.  I think a CSP must make its CP publicly available to all, but not some of the supporting documents.  Otherwise, a relying party cannot make a reasonable reliance decision without this info.

No change - both self-certified and accredited approaches are to be supported.

12.  Section 7(f) – It should be clarified that this is to be decided upon by the CSP.

Done.

13.  Section 7.2.1 – Add “commercially reasonable” after the words “ in accordance with.”

No change – This leaves too much open to interpretation

14.  Section 7.2.1(b) – The control environment is just as (if not more) important as the FIPS level.  In fact, I think a FIPS level 2 device in a controlled environment provides greater assurances than a FIPS level 3 device in a relatively insecure environment.  I’d suggest the requirement make note of this or at least discuss the operating environment of the device.

No change – The standard already clearly indicates the operating environment should be secure

15.  Section 7.2.1(c) – Delete the word “fit” and add “commercially reasonable.”

No change – This leaves too much open to interpretation,  The algorithm requirements are to be developed under EESSI

16.  Section 7.2.1(d) – Delete the word “fit” and add “commercially reasonable.”

No change – This leaves too much open to interpretation,  The algorithm requirements are to be developed under EESSI

17.  Section 7.2.2(a) – See comment 14.

No change

18.  Section 7.2.2(b) – I assume this is the same as “trustworthy systems” as mentioned in Annex II?

Done with changes – reference forward to requirements for physically secure environment in 7.4.4

19. Section 7.2.3(a) – Change “route” to “root.”  

Done with changes – trusted source

You may want to add a comment in Note 1 that the CA should make a self-declaration as to the effect that its self-signed key is, in fact, its key.

Done

20.  Section 7.3.1 (b) – Add “warranties and liability caps.”

No change – using existing Directive wording, especially as liability is a potential minefield.

21.  Section 7.3.1 (c) – Note that this should include the CP and CPS.

No change – the mandatory requirement is only for a disclosure of the basic terms and conditions e.g. in a PKI disclosure statement

22.  Section 7.3.1 (d) – Consider adding “or through other means that provide similar levels of assurances” after the words “present person.”  While any CSP can implement a personal presence model, requiring such may diminish the real world use of and reliance on qualified certs.  I would also argue that things such as a shared secret may be even better at identifying a person than his or her appearance in person.  That is, it is pretty easy to create fake identification documents and forge a signature.  It is harder to access some bit of information that is only known to the individual and the party requesting it.   

Done with changes

23.  Section 7.3.1 (d) – Physical address may be inapplicable  and/or irrelevant for business use (also may be an issue for use with pseudonyms).

Done – other forms of contact are allowed.

24.  Section 7.3.1 (d) – Subscriber’s date and place of birth.  I’d use the list as examples but would suggest staying away from dictating how validation of identity is performed.  I think best practices will develop over time and the intent of the Directive is to set assurance levels, not dictate implementation.  If the structure is too rigorous, there will be a risk of having a law that is not fully taken advantage of.

No change – It was considered necessary to define a suggested means of identification, with alternatives allowed to ensure that an acceptable level of confidence is achived.

25.  Section 7.3.1 (f) – I would think that the contacts should be able to be entered into electronically.  Again, if not, you risk having a law that is not commercially reasonable and hence not “used.”

Done

26.  Section 7.3.1 (i)- It should be clarified that is within a specific CA hierarchy only (i.e. issued by the same CA).

Noc change

27.  Section 7.3.1 (j) – Clarify what “distributed CSP services” are.

Done

28. Section 7.3.1. (k) – Clarify what “recognized registration authorities” are.

Done – defined term registration service + provider used

.

29.  Section 7.3.4 (c) – Add the following bullet.  “Requirements to check that the certificate is still valid and has not otherwise been suspended or revoked.

Done with changes

30.  Section 7.3.4 (c) – Add “warranties” to bullet 3.

Done with changes – use term defined in the directive “reasonably rely”

31.  Section 7.3.4 (c) – Bullet 5 seems like somewhat of a detail.  I would think this would be covered by the general record-keeping requirements.

No change – this has been identified as an issue of specific concern.

32.  Section 7.3.4 (d) – I would think this should be incorporated by reference right in the certificate.

Done with changes – described in more general terms.

33.  Section 7.3.4 (d) – I would note that a CPS or Relying Party Agreement could be used.  I think these are used more in commercial deployments than PKI Disclosure Statements.

Done with change – they need to be conspicuous to the reader.

34.  Section 7.3.5(a) and (b) – Clarify what the “reports” are.

No change - As defined in OED “A statement made by a person, or an account brought by one person to another”.

35.  Section 7.3.5 (f), bullet 1 – I would suggest that alternatively, this information could be in the CP and/or CPS.

No change – this is required in standard CRLs

36.  Section 7.4.1 (a) – I would suggest that you would only want to communicate a Security Policy with those impacted by it.  I wouldn’t think a person that does not have access to sensitive information should have access to the Policy (or even just certain portions of it).

Done

37.  Section 7.4.1 – I’d suggest referring out to the Area D document here.  Otherwise, it is not clear which document is the controlling document.

Done with changes – reference to use of common criteria protection profiles in included in section on trustworthy systems.  This section has wider context as it includes all aspects of security management.

38.  Section 7.4.6 (h) - I’d suggest referring out to the Area D document here.  Otherwise, it is not clear which document is the controlling document.

Done with changes

39.  Section 7.4.6 (k) - I’d suggest referring out to the Area D document here.  Otherwise, it is not clear which document is the controlling document.

Done with changes

40.  Section 7.5 (b) - I’d suggest referring out to the Area D document here.  Otherwise, it is not clear which document is the controlling document.

Done with changes

41.  Section 7.5 (d) -  Add “commercially” before the word “reasonableness.”

Note deleted.

Annex A To be reviewed at ETSI ESI WG meeting - Milano

42.  Annex A, second paragraph after the box – Yes, but the details of the liability provisions are governed by private agreement between the parties (certainly subject to national provisions).  I think this should be noted.   

42.  Annex A (I)(A), paragraph after the bullets  - Yes, but subject to its liability 

caps.

43.  Annex A (I)(C), last paragraph – The CSP is providing a valuable revocation status service to the relying party.  The CSP incurs costs to provide this (i.e. the system must be trustworthy, and this has real costs).  In return for providing this service to the relying party, most CSPs require the relying party to agree to its terms of use of the service (that is, its limitations of liability).  Although it is a free service (out of pocket costs to the relying party), both parties get a benefit.  Hence, you have the essential elements for the formation of a contract.

44.  Annex A (II)(B) – The subscriber likely also agrees to its default liability to relying parties in its agreement with the CSP in its initial contract.    
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EEMA / ECAF feedback on 

“Policy Requirements for Certification Service Providers Issuing Qualified Certificates”  

ETSI STF 155 T1 Draft H, 15th July 2000

This response is sent on behalf of and with input from the members of EEMA and ECAF. 

Overall

As with the previous standard, the working group has clearly invested a lot of hard work in the latest draft. A large number of comments have already been submitted and debated on the ETSI mailing list over the summer so the comments reflected in this document are mainly considered from a business point of view.

The biggest concern has to be about the scope of the standard and the definition of the term “Public”. If the scope is really as wide as it seems, then we suggest that ETSI and / or EESSI should consider producing briefing documents for business managers to explain the standard(s) and their impact in simple terms. ECAF would be pleased to assist in this exercise.

A further area for collaboration is EEMA’s PKI Challenge. This is a major PKI interoperability project that is due to start early in 2001 and the Challenge team are committed to ensuring that the appropriate standards are considered. We would also encourage ETSI and its member organisations to consider taking an active part in the Challenge. More information will be available in the next few weeks on the EEMA web site : 

 http://www.eema.org/news_detail.asp?item=79
The following are the comments raised :

“Public”

The scope of the draft standard states that it is aimed at “Qualified Certificates issued to the public” however there is nothing that defines what “public” means in this case. Equally, there is no definition in either the Directive or the EESSI Final Report that might help.

Done with changes – An informative description is copied from the guidance already given in ANNEX A.  However, it is considered that the exact definition may depend on national legislation.

Given that the “public” are not involved in B2B
 transactions and that Governments will already have stringent requirements for identifying citizens for C2G
 transactions, it follows that the Policy must primarily refer to B2C
 transactions. The definition of “Public” is therefore of great concern to many EEMA members who may be considering issuing certificates to their customers for Internet trading. If the dividing line between “public” and “voluntary agreements” is not positioned correctly, one of two effects is likely :

· everything becomes a voluntary agreement and the standard has no application

· at the other end of the scale, any company issuing certificates would be classed as a CSP. The obligations contained within the Policy Requirements would be too onerous for many businesses, particularly SMEs. 

Either effect is likely to prove a set-back for secure commerce on the Internet. 

EEMA/ECAF encourages ETSI and EESSI to consider the real target for the standard and to provide guidance for its application. A definition of “Public” at the very least is needed.

The standard is considered to be applicable to any application requiring electronic signatures, in particular those requiring legal recognition under the Directive.

CA liability for CSP

Section 7.1 begins by stating that the “Certification Authority shall ensure that the Certification Service Provider’s certification practices and procedures are effective.” 

The definition of Certification Service Provider (CSP) is “an entity or a legal or natural person who issues certificates or provides other services related to electronic signatures”.

By the strict interpretation of this definition, the encryption software provided with Internet Explorer would become the responsibility of the CA. It is not realistic or acceptable to move the burden from Microsoft to anybody issuing certificates that use that software, particularly in light of the first point above (“Public”). There are also continuing debates about the presence of “backdoors” in the code, which add to the uncertainty (whether true or not) and would further discourage the use of signatures.

No change - As stated in the CA places certain obligations on the Subscriber.  These obligations are limited to handling of the private key and the accuracy of certified information.  These obligations are passed to the subscriber.

EEMA/ECAF accepts that this is probably not the intention of the policy and would like to see either section 7.1 qualified or the definition of CSP clarified. 

The use of the term CSP itself is confusing; this is generally accepted in the industry to refer to the encryption software module.

Done – use of term CSP limited to the introduction which links to the Directive.

Physical presence

Also related to the first point and the definition of “public” is the requirement specified in section 7.3.1, item d) for the registration information to be checked against the “physically present person”. There are very few large companies and no SMEs that have an infrastructure capable of supporting physical registration procedures. This requirement could kill the market for Qualified certificates. 

99% of EEMA members would be unable to comply.

Done with changes– 7.3.1 updated to clarify that other means providing equivalent assurance is acceptable.

Liability to the Relying Party

The Directive has introduced the concept of the CAs liability to any person who might “reasonably rely”. Whilst EEMA/ECAF accepts that this standard is merely reflecting the requirements of the Directive, we would express some concern that it introduces a significant change to the contract law and privity of contract which currently operates in many parts of Europe (and beyond).

Liability to third parties, although previously absent under contract law because of the privity principle, has always existed under Tort for negligence.

Liability under tort is a problem for CSPs, as potentially it is an open one and therefore unlimited. We believe the following is needed :

c) for negligence to be defined in terms of complying with an industry standard or failing that, a practice statement, so that courts are not left with the task of deciding what is and is not negligent in our industry, and

d) for the liability to be capped, even if this is a potentially high cap, so that underwriting cover can be obtained.

Outstanding issue  - this is a concern against what is in the Directive.  This document follows what is stated in the Directive.

Further discussion on this issue may be included in Annex A

FIPS 140-1

Section 7.2.1 item b) and 7.2.1 item a) specify that the CA signing key should be generated and held within a “secure cryptographic device meeting FIPS 140-1 level 3, or equivalent”. There are currently no software products that can meet this standard and EEMA/ECAF is concerned that this would be a further barrier to entry for smaller companies.

No change – It is recognised that this requires a special device not software.  However, it is considered important that the CA’s key is kept secure which can only be achieved by such devices.  Given the availability of a number of  products supporting this level of security  it is not considered that this is detrimental to the marktplace.

Client Software

EEMA/ECAF would like to understand what plans EESSI, ETSI and CEN/ISSS have to encourage the software vendors to incorporate the standards and over what timescales implementations can sensibly be expected to appear. Even where a CA wishes to comply with the standard (and the definition of a CA is still under question; see previous comments), many will inevitably be constrained by their PKI vendors. There seems little incentive at the moment for the vendors, particularly the majority that are US-based, to change their product. 

The relying party is an important player in secure e-commerce.

There has been some debate on the ETSI email lists but it is still not clear how the relying party will be able to untangle the confusion of whether the certificate he receives is

· Qualified

· From an accredited/supervised CA/CSP

· And what does it all mean anyway?

We would like to see some commitment to client software that can simplify the relying party’s decision.

No change -  From the view of the CA, this standard uses mechanisms for signalling that the certificate is qualified that are already commonly supported.  It is recommended that EEMA pass this comment to the CEN G2 activity where it has most relevance.

EEMA’s PKI Challenge represents an ideal opportunity to start this process!

13 Vesa vatka, Population Register Centre, Finland – 
Sent Thu 14/09/00 14:57

1.   7.2.7 iii) requires minimum of two trusted employess to access

cryptographic hardware.  Does this mean virtual access, physical access or both.

 I would prefer if there was a clear distinction between those two and also

between the actual use of the crypto hardware (e.g. key generation, back up

separated from the use for generating certificates etc.)

Done – Text clarified to say “the use of”

2.   7.3.5 b) requires that requests and reports relating to revocation shall

be validated.  What does this mean exactly?

Done – Text clarified

3.   7.4.6 h) registration shall operate on a trustworthy system.  What if, as

in our case, there are no systems used at registration?  Should it be added "if

applicaple"?

Done

4.   7.4.6 h) revocation management shall operate on a trustworthy system.

What is "trustworthy system" in this case?  Revocation client on a standard PC,

is that enough?  Applies also for question 3 if such a case.

Done – Note added to clarify that requirement based on risk analysis

5.   7.4.7 a) Checking the software.  A CSP will, of course, always test the

software before deploying any new version for bugs but this seems like a heavy

procedure.  Shouldn't these requirements come from or be incorporated within

the requirements for trustworthy systems?

Done

That is all for me.  There will probably be other comments coming from Finland

also but perhaps the best that I've heard was "we can live with it", which in

my understanding means that we are very much on a right track.

14 Marc Sievers Sonera SmartTrust Ltd, Sent - Thu 14/09/00 14:56

I. We have no comments to the impressingly comprehensive document as

such. It manages to cover all relevant aspects and issues around

Certificate Policies for Qualified Certs under the EU Directive.

II. We do have, however, some comments as to details of the draft paper:

4.1  Certification Services

Delete the word "places" in the third line from bottom.

 Done

4.3 Certificate Policy & Certification Practice Statement

Both the valid CP and CPS as well as all their previous versions sould

be available signed and time-stamped.

No change – The form of a CP and CPS is outside the scope of the current document.

6.2. Subscriber obligations

Item f) seems to be contained in item a)

Done

7.1 Certification Practice Statement

Item d) requires the CA to make available at least parts of its CPS

either to an auditor or to Subscribers and Relying Parties.  It should

be a requirement to make the full text available to Subscribers and

Relying Parties and in case there is an external auditor to him, too.

The same requirement should be included into item g) 

Done

7.2.2 Certification Authority Key Storage, Backup and Recovery

Items d) and e) allow the CA private keys to be stored in software.  It

would be best if storing in a hardware module was required.  If the

software solution will be allowed it should be a requirement to keep the

CA system off-line with no external network connection.

Done.

7.3.1 Subscriber Registration

Item h) under "Registration" is wrong or incomplete. It should either

read "The CSP shall ensure that the requirements of the national LAWS OF

THE MEMBER STATES, ESPECIALLY its national......" or "The CSP shall

ensure that the requirements of the national data protection.....".

 Done.

Items l) and m) under "Certificate Dissemination" are about the same as

items b) and c) under "Registration".  Is there a reason for that, e.g.

to be on the safe side the terms and conditions shall be given twice to

the subscriber?

Done – I & m deleted

Additionally item l) contains a reference to item c).  The right

reference would be b).

Done – I & m deleted

7.3.4 Certificate dissemination

In item c) there are nine points.  The 6th is the same as the 4th.

Done

Item e) states that the CSP must be able to give a maximum

unavailability period for certificates and associated information in

cases where the failure factors are NOT under its control.  How is this

possible?  How can a CPS take responsibility for something it cannot

control?  Must the CSP have an alternative system for publishing the

certificates and associated information?

Done – reworded to ask CA to make best endeavours

Item f) should have a reference for "This information".  It is not clear

what it refers to.

Done

7.4.3 Personnel Security

Item h) includes a Note where "employed" should be replaced by

"employer".

Done

7.4.6 System Access Management

In the first Note there is a duplicate for the word "using".

Done

7.4.11 Event logging

Item a) under "General" says: "The following events shall be logged…".

What does "The following" refer to?

Done with changes – clarified that first para is objective.

7.5 Organisational

Item d) under CSP General should, with a view at the following note on

suffiency, be amended like this: " it has the financial stavbilioty and

SUFFICIENT resources required..."

Done with changes – note deleted

8.3 Additional Requirements

In the first sentence the reference to 7.3.5 iii) is wrong. There is no

iii) in 7.3.5.

Done

15 Timo Lehtimäki Telecommunications Administration Centre (TAC) Finland - Sent Fri 15/09/00 12:02

GENERAL COMMENTS:

To make the whole document and its application more clear we propose that you consistently use the term/definition of CA through out the document as the object of the requirements and the overall responsible part of the QC issuing business. You should therefore change the title of the document and all the requirements which should be directed to CA instead of CSP.

The directive talks about a CSP issuing QC to the public, but you should notice the definition of the CSP and also the text in preamble 9 of the directive. These two texts in the directive clearly state that a CSP (without the “issuing QC to the public”-part) is a general, overall term which covers a broad set of different functions/service providers. 

Even if you only provide time stamping services you are a CSP even though a CSP issuing QCs is not obliged to offer time stamping services. Also all the subcontractors of the CA, such as RA, are CSPs all by them selves. This is why we would prefer not to use the general term CSP as the object of the requirements. We also believe that the object of the requirements and the defined overall responsible part should be the same.

It is of course possible to use term CSP, but then it would always require the additional explanation about “issuing QC to public”. This is not very compact according to our opinion.

The CA should according to the policy be liable in at least those situations mentioned in art 6 of the directive. If it is the subcontractor (e.g RA), who has made the mistake that caused the liability, then the CA will in most cases (according to general contract-law rules) have the right to claim compensation from the party, who has made the mistake.

Done – Term CA used other than in introductory text linking to the Directive

SPECIFIC COMMENTS:

Page 4, 1 Scope: It is written that ”Other CSP functions such as time-stamping, key escrow and confidentiality support are outside the scope of this document.” Anyway there is chapter 7.2.4 on page 15 about key escrow.
Done

Page 4, 1 Scope: It is written that ”Subscriber and relying parties should consult the Certification Practice Statement of …” Is the verb should correct? Anyway CPS might not be available to subscribers because of business secrets and it is available either to an external auditor or to all appropriate subscribers and relying parties as stated in 7.1 d.

Done

Page 6, 4.1 Certification Services, Certificate dissemination service: “… disseminates the CA’s policy & practise information…” Could it be CA’s certificate policy and optionally certificate practise statement. Anyway these are the documents mainly used and CPS is not necessarily available for subscribers and relying parties.

Done

Page 7, Figure 1: Information arrow from revocation management to subscriber could be added.

Done

Page 11, 6.2 Subscriber obligations, b: “only use the key pair for Electronic Signatures…” There are and will be solutions where the same key pair is used for both encrypting and  signing. This could be one requirement for other classes of  certificates.

No change – the scope of the current document is electronic signatures.  Certificates for other purposes will be issued under a different policy.

Page 14, 7.2.2 Certificate Authority Key Storage, Backup and Recovery, d: ”…shall be encrypted.” Could it be reasonably encrypted or another statement that is indicating some requirements for encrypting; How about statement about trustworthy systems specified by Area D?
No change – the policy is to only allow encrypted keys outside the crypto module.  This is in line with 140-1 level 3

Page 15, 7.2.3 Certification Authority Public Key Distribution, a, Note1: ”…by a trusted route…” Could it cover more by stating trusted route and source?
Done with changes

Page 15, 7.2.4 Key Escrow: Even if this term is very commonly used, is it clear for all? Just to avoid mixing it up with backup we propose to add some short explanation text about third party access to keys.
Done – description taken from TR 14516

Page 15, 7.2.4 Key Escrow: There is a term signature key. Is this confusing while on the other hand the document is widely using just term private key? On page 6 it is written that term private key is used for the Signature Creation Data. Could it be possible to use term private key for all private keys including encrypting and signing in PKI environment? This would then make the need for definition of signature key or private key used for signing if usage of the key is wanted to highlighted. No actual correction proposal, but consistent terminology usage through document wished.

Done

Page 15, 7.2.6 End of Certification Authority Key Life Cycle: Problem with private key definition. Is it now so that you have to remember by heart the page 6 definition (term private key is used for the Signature Creation Data) or is this really covering all private keys (e.g. CA private keys used for encryption)? Additionally 7.2.6 b: “…protected against being back into use.” Is this definitely preventing the later usage (i.e. quite equal to destroying)? If yes then it should be only valid for private keys used for signing. If not then what means ”back into use” in this case? According to text there could be some usage - otherwise archiving seems to be unnecessary.
Done

Page 16, 7.2.7, v: Again term signing key. Could be changed to private keys used for signing the certificate or something consistent through the document.
Done

Pages 11, 14, 16, Note: Only mention about algorithms. Should it be recognition of algorithms and key lengths?
Done

Page17, 7.3.1, d: Is physically present person demanded or is it enough if known through earlier contract. The text in parenthesis is not too clear to indicate this. If physically present is the requirement then there is possible requirement for other class of certificate.
Done

Page 24, 7.4.6 System Access Management, b: “Sensitive data shall be protected...” Could it be reasonably protected or another statement that is indicating some requirements for protection; How about statement about trustworthy systems specified by Area D?
Done with changes

Page 24, 7.4.6 System Access Management, h: Should there be some kind of a link to Area D work or description about meaning of trustworthy systems or to use the references notation [Trustworthy systems].
Done with changes

Page 24, 7.4.6 System Access Management, j: How about unauthorised attempt to access resources? This should be also covered by monitoring and alarming facilities.
Done

Page 25, 7.4.6 System Access Management, l: Should there be some kind of a link to Area D work or description about meaning of trustworthy systems or to use the references notation [Trustworthy systems].
Done with changes

Ms Eeva Lantto, Legal Counsel &

Ms Kirsi Sunila-Putilin, Legal Counsel &

Mr Timo Lehtimäki, Senior Adviser

Telecommunications Administration Centre (TAC), Finland 

16 Consolidated Netherlands national comments 
Based on inputs from TTP.NL, Taskforce PKI Overheid, and SURFnet, the Netherlands

General

1. Open / closed  CSPs and 'issued to the public'
More guidance is needed on the meaning of the terms "open" and "closed" and "issued to the public". We consider the relevant parameter to distinguish between 'open' and 'closed' CSPs in this to be the 'intended use / area of application', not the area / transaction value range for which the certificate is 'guaranteed' through the liability stipulations in CP and/or certificate.

Also, how will it be clear to subscribers and relying parties whether a given certificate is issued to the public for public use? Via a field in the certificate or via the CP or CPS?


Done with changes – Cert Policy identifies if issued to public.  Also included in “terms and conditions” disclosure statement.

See also our comment 76.

2. References to other EESSI documents:

References to relevant CEN standards (Area F and D) are needed since QCP is a kind of "framework"  standard.

Done with changes – Reference is made to a “suitable protection profile defined under the common criteria”.

Clear statements are needed. For instance: Can you work without a Trustworthy System? 

Done– See 7.4.6

What about SSCD issueing? 

No change – see 7.2.8

Specifically:

(a) Are trustworthy systems, evaluated and certified according to CEN area D required?

(b) For which functions is an evaluated / certified product cf area D required, and for which functions is the 'normal' audit for conformity assessment to the ETSI policy document sufficient.

(c) Key generation for subscribers: refer to the type 1 SSCD as in CEN area F.

This raises the issue that the CA’s certificate keys  are created using a FIPS 140-1 device whereas the user keys is created using an EAL 4 SSCD.  This may require the same device which could be used for both purposes to have dual FIPS / CC EAL 4 evaluation.

This issue has been raised with Area F

NB It looks as though we now have a requirement for FIPS 140-1 lvl 3 crypto module for the CA root key / certificate generation key, while we have a CC evalation / certification requirement for the key generation for subscribers, as laid down in CEN area F. However, for many CSPs, this will be the same crypto module, that will apparently be evaluated twice (once under the FIPS and once under the CC). How do you intend to deal with this?

No change - It is understood from the Area F group that the requirements are different, and that they decided to address the SSCD requirement which had very specific requirements in the Directive.

3. QCP extensions:

How are other QCPs, as described in section 8, handled with respect to object identifiers and registration of object identifiers?

Do you intend to have some type of registration function, where one can obtain an object identifier?

Area for Further Work

4. CSP definition:

(minor) P. 5 section 3 CSP definition: Guidance is needed on what it means if a natural person is a CSP, since this is not self-evident. Does it occur in practice?

Although it appears to us that the (directive’s) CSP definition is very broad on purpose, this standard appears to use a more focussed definition. 

Done – CA = CSP issuing certificate

5. CSP model:

(major) P.5 section 3 Here a CSP model is required, preferably depicted by a figure.


The reader remains with some questions of what really constitutes a CSP:

· Is a CSP the combination of PMA, CA, RA?

· Is it possible that the PMA is internal to the CSP? Is it possible that the PMA is external to the CSP? (both should be possible we think)

No change  – The document now consistently refers to CA and at the start links this to CSP.  Currently, the document does not identify any other responsible bodies other than the CA which has overall responsibility.  It is for the CA to decide, if and how, it will delegate any of its responsibilities to other authorities.

· Is it possible for a company with only RA functions  to be a CSP under your definition?

If a CA wishes to subcontract the Registration Services as described in this document to be operated by a recognised Authority, this can be done.  However, it is for the CA to maintain overall responsibility.

On many occasions, the document poses requirements on the CA, while CSP seems more to the point. We would suggest to pose all requirements that follow from the 'overall responsibility' for the certification services to the CSP, not to the CA. The CA may not be the leading role in a CSP (it may under the present CSP definition not even be present!), and the CA may and probably will sign certificates on behalf of and in name of the CSP. 

Done with changes – The term CA is used throughout the document. AS described in 4.2 this is the body identified to the user as having overall responsibility.  It may delegate, for example, certificate generation to another party but it must maintain overall responsibility.

We consider this to be an important point, because one runs the very real risk that CSPs feel obliged to have their own CA, while they could very well outsource this function. 

To give an example: a company with post offices, is able to function as an RA. It registers a new daughter company for Certificate Services, say TeleRA, and it outsources the certificate generation “factory” to another company, which has a computer center. In this construction the RA assumes overall responsability as main contractor, and the CA is subcontracted. 

No change – The party on which the “Relying party” can identify as being responsible is the party identified as the Issuer of the Certificate.  In the scenario described above if the TeleRA is taking on responsibility then it needs to be identified to the relying party as the certificate issuer.  Within the model used in this document this is the CA.

We would like to suggest the following:

(a) Describe the certification services that can be obtained / contracted from a CSP. We'd suggest not to split out functions that are an integral part of a basic certification service.

No change – the sub-contractual arrangements of the CA are not a matter for this standard.

(b) Include a model of a CSP, based on functional building blocks or CSP internal roles like CA, RA, PMA, Key Management, Directory / Dissemmination, Proof and Preservation Authority, Time Stamping Authority. Requirements can then be of the form 'if the CSP fulfils the … role, then …'

Area for further work

(c) Use the term ‘CSP’ for the overall entity: the legal entity that has the overall responsability for delivering the certificate services, i.e. the “main contractor” for the certificate services. 

This legal entity may or may not coincide with the CA.

Done with changes - It is proposed to use “CA” for this concept.

6. PMA concept:

(major) The PMA concept is required in section 4.
In this section the concept of a Policy Management Authority is missing (inside / outside the CSP). Please add this to the document, since this concept is used in practice and in section 8.1 of draft H.
This also raises the issue who will be the PMA for the ‘baseline’CP: ETSI, art. 9 committee, a special work group to the art. 9 committee, or … ?

Management of CA’s own policies is the concern of the CA as described in 7.4.

Management of the ETSI QCP Outstanding Issue – for future work

Paragraph to section 4 to be added explaining Policy Management Authority

7. Scope of document 

(major) Applicability and future development.
The present document clearly has a limited scope, being  focussed on  the issues that follow from the electronic signatures directive. Although this is a reality for all EESSI acivities, we believe it to be a good thing to keep the application in a real world environment in mind, where CSPs usually deliver more services than just the certificates (and possible private keys / signature generation data) for e-sigs.

We suggest the following to keep a future (hopefully broader) perspective in the picture:

 (a) Indicate future evolution of the document if this is possible to foresee. At least an important topic like cross-certification should be 'put on the map' somewhere.

 (b) Prepare an accompanying document dealing with the impact of operating in a real world environments, e.g. with CSPs delivering time-stamping services, notarization services, confidentiality services (…) and how this relates to other standards (present / future).

It is proposed that this item is discussed under future work plan

8. Level of detail:

(major) The document applies different levels of detail to topics of similar nature and importance. This results on the one hand in cases where the actual security controls are specified and on the other hand in cases where not even clear security objectives are set.

Especially the absence of clear security objectives should be avoided, as this conflicts with the baseline nature of the document. Good examples where clear security objectives are missing: 7.2.3, 7.2.5, 

1) Avoid generalised subjective wording  “e.g. Indented”

2) Addition to explanation in section 7 

9. CSP processes – general controls:

(minor) The document clearly focuses on the major CSP processes, with lesser focus on the ‘general (security) controls’, leaving this mainly to general security standards like BS7799-1. While this is acceptable, it would be a good thing to supply a rationale in the document where this split between CSP processes and general controls is made explicit and a statement is included how it might affect the conformity assessment.

(A way of going about this could be to have a number of general controls, based on BS 7799-1 added with specific control on the CSP processes and CSP specific ICT functions. A different schema could then be applied to the more CSP specific controls.)

Done – see into to section 7

10. Conformity assessment and evidence:

(major). The issue of evidence given to auditors is not handled extensively in this document but touched upon on several occasions (4.3.2 note; 5.4; 7.1.d; 8.4). We suggest that this document is to be scoped very clearly with respect to conformity assessment. Either it deals with conformity assessment extensively or not at all (sticking to the ‘what’ question), in which case a reference to the applicable area V document(s) (dealing with the ‘how’ question) should be made, and possibly to any future document that is produced by or in cooperation with EA (dealing with the ‘who’ question). To maintain a well-balanced approach to conformity assessment, we would favour an approach where all conformity assessment is dealt with or at least coordinated by area V.

Do not include evidence given to auditor’s not covered in the current document  Need only cover what is made available to user.

Revise 7.1 b) To changes CPS -statement

Revise 7.1 d)

Add to section 1 indication that this document does not covered requirements how conformity is assessed by an auditor including requirements for information to be made available to an auditor, or requirements on auditors.

Note this needs to be considered in the programme for further work.

11. Multiple levels:

(major). The document now recognises two ‘levels’ as defined in 5.3.1. and 5.3.2. It would probably be a good thing to also recognise a level with lower requirements to the registration process (which is the major cost driver for CSPs) to provide a useful level for art 5.2 (directive) signatures.

Area for further work – registration for “basic” (ie. Non-qualified certificates).

Chapter 1 Scope

12. Paragraph 3:  What is the mechanism going to be to link the requirements for SSCDs to the QCP? The word ‘optional’ could be replaced by the intended link to SSCD requirements (refer to ongoing CEN workgroup)?

No change – this is indicated by the certificate policy chosen

13. Paragraph 3: The policy not only addresses the requirements in accordance with annex II, but also annex I.
Done

Chapter 3 Definitions and abbreviations

14. The term CSP should be used consistently. A choice has to be made to use other RFC 2527 terms (CA, RA etc.) or to use QCP and Directive specific terms. It is usefull to have some kind of mapping from the RFC 2527 terms to the terms of the Directive. The term CSP should be used in relation to overall responsibility and liability. 

Done

Chapter 4 General Concepts

15. (minor) P.7 figure 1. Clarification of this figure is needed to obtain full advantage of it. The dotted line should also be explained.

Done with changes – dotted line changed to normal line

16. Paragraph 4.2: Is really the CA meant here? Or is it the CSP? Or is the CA a more specific class of CSPs? Refer also to our general comments.

The scope of the responsibility of the Certification Authority for all certification services is not clearly defined. Does responsibility include liability?

Text change proposal:

The CSP has overall responsibility and is therefore liable  for the provision of all of its certification services including certification services that have been outsourced.

Done with changes

17. (deleted)

18. Paragraph 4.3.2: The distinction between the CP and CPS is clear. However the sentence ‘The Certificate Policy is a higher level document than a Certification Practice Statement’ gives the impression of a hierarchical relationship between the CP and CPS. 

Text change proposal:
The Certificate Policy describes the suitability of the type of certification service for a particular purpose on a functional level (concentrates on What) and the CPS describes the production of the certification service from an organisational and technical point of view (concentrates on How), at least to a level of detail that is relevant to Subscribers and Relying Parties to assess the CSP's claimed quality of the certification service and the compliance to the CP.
Done with changes

Chapter 5 Introduction to QCPs

19. Paragraph 5.1b. Definition of QCP + SSCD is not clear in relation to the work of CEN’s Area F. Note that an SSCD can also be used for key pair generation at the CSP. Here subscriber provision is meant. This should be made more clear in the text.  

 Done with changes – see 7.2.9

Chapter 6 Obligations and Liability

20. Paragraph 6.1: CA obligations are not connected to the CPS.

Text change proposal:
The CA shall provide all its certification services consistent with its CPS.

Done

21. (major) p.11 section 6.2.b What is intended here? Which limitations are meant? (Use for encryption-decryption is not allowed?, Use for transactions below a certain level? Use for certain applications, such as secure e-mail, only?).
Position: the CSP can not reasonably forbid other uses (e.g. use outside liability limits, encryption etc.).

Text proposal:

CSP obligations: If there are limitations in the intended area of use of the key pair and/or the certificate, the CSP has the obligation to inform the subscriber of the limitations. Similar, the CSP has the obligation to communicate liability limitations.

No change – CSP obligations covered by reference to section 7 including 7.3.4

Subscriber obligation: The subscriber has the obligation to take notice of the intended area of use of the certificate key pair  and of the liability limitations communicated by the CSP.

Done with changes – Reference added to 7.3.4

22. Paragraph 6.2 e: "use a secure signature creation device conforming to Annex III of the Directive"

This paragraph can be eliminated, since it is already implied by the definition of SSCD in section 3.

Text proposal: 

CSP Obligation: The CSP is required to check that the SSCD of the subscriber is appropriate if the SSCD was not handed out by the CSP.

No change – this may not be practical.  This is covered by requiring the subscriber to sign an agreement which includes meeting its obligations to use an SSCD.

Subscriber obligation: The subscriber is obliged to use the SSCD when QCP Public +SSCD applies.

Done with changes.

23. Paragraph 6.2: Add 6.2 e

Text change proposal:
Conformance to this annex is evident from a declaration of conformity issued by a notified  body (article 3.4 of Directive)
Done with changes.

24. Paragraph 6.3: Change 7.3.5 in 7.3.4

Done

25. (major) page 12, section 6.4 Liability.

The text here still gives too much credit to the effect of article 6 of the directive. The case is that in many member states, the liablity issues will be handled very differently.

Either to be deleted completely or one could say something like:

‘Art. 6 of the directive sets ground-rules for the liability of CSPs issuing QCs. Because this is a complex legal issue with many national variations, no set standards can be given. For further information, we refer to the informative annex …’

No change – under the Directive, Members States are required, as a minimum, to ensure that the CSP is liable as stated in article 6.

In addition, one could place the obligation on the CSP to provide a clear statement how it is liable under the law under which it operates, in conjunction with the law the subscriber and the relying party operate under. (No easy requirement, maybe this would be an issue for a follow-up EESSI activity, when the dust settles on the member states laws on this topic).

Already covered – see 7.3.4 

26. If one does include liability, one should place special attention on the issue of subcontracting:

Paragraph 6.4: Liability is not clearly linked to the overall responsibility of the CA for all certification services. The directive does not address liability of subcontractors. This paragraph should be used to define the overall responsibility and liability of the CA (CSP). The Directive is too abstract and the annex is an informative document only. 

No change – Any arrangement regarding liability with subcontractors is an issue for the CA.

27. Broader perpective 6.4: legal requirements / governing law

As an extension to our earlier comment, we would like to braoden the scope of section 6.4 to all relevant legal issues, as identified on an EU level. Baseline for EU legal requirements could be listed  e.g. link to data protection directive. Incorporate general responsibility of the CSP to ensure that all applicable laws and regulations of mandatory nature are followed.
If time allows, one can also braoden the informative annex on legal issues, addressing liability, data protection and lawfull acces. 

No change –Data Protection requirements is already covered in section 7.  Other legal issues, which are not mentioned in the Directive, can only be addressed in the informative annex as guidance.

Chapter 7 Requirements on CSP practice

28. (minor) p. 13 section 7.1 CPS minimum requirements.

We would favour a set of minimum requirements to the CPS. As a minimum, any subsriber or relying party should be able to determine the intended quality of the CSP processes and general controls.

No change – See 7.1 b) – the intended quality is as required by this polic.  The CA must state how it meets the requirements in its CPS.

29. (major) p.13 section 7.1 CPS language.
As it is the intention that e-sigs will be used for e-business within the entire EU, the CPS must be interpretable in all member states. This results in the (somewhat impractible) suggestion to include an obligation to the CSP to provide the CPS in all official languages of the EU.

No change – The information provided under 7.3.4 provides the information required under the Directive.

30. (minor) p.13 section 7.1 a and b. Risk assessment vs. Risk analysis. Is this difference intended? If so, explain the difference. Generally ‘risk assessment’ has a lighter ‘touch’ than ‘risk analysis’ and implies a less vigourous aproach. 

Done

31. Paragraph 7.1: b) Who shall have a Certification Practice Statement, the CSP or the CA?

Done

32. Paragraph 7.1: c) How comprehensive should the identification of  the obligations of all external organisations be? Guidance is needed on contractual and liability issues.

No change – this is a matter for the CA which takes on overall responsibilities from the relying party & subscriber viewpoint.  The current document only requires which parts of its practices are applicable to subcontractors.

33. (major) p. 13 section 7.1.d:

We do not expect that subscribers and relying parties will need to verify implementation of the CPS as part of conformance to the Certificate Policy. That is something they will want to leave up to auditors and conformance assesment organisations. 

No change – it is a choice for the CA as to whether it goes for independent assessment.

Subscribers and relying parties will need the CPS to assess the CSP’s certificate offering and also conformance to the CP on a theoretical level (if the CPS is implemented, is conformance to the CP a fact then?).

No change – The subscriber / relying party only needs this information no independent assessment is available.

34. (minor) p. 13 section 7.1.d: ‘appropriate’subscribers and relying parties. What limitation is implied here? Are not all subscribers and all parties who are relying on the e-sig based on the CSP’s services ‘appropriate’?

Done – appropriate removed.

35. (major) 7.2.1 ‘properly authorised personnel’ This and similar terminlogy is used throughout the document. Authorisation as such is OK, but only covers to a limited extent what one wants to ensure here, and that is that only a few people have access.

Suggestion: identify the CSP’s most trusted processes and define a ‘guiding principle’ like ‘need to know’or ‘need to do’. Also, one would want a minimal number of persons to have access (requirement to the way things are organised), balanced of course against the required service availability. This balance should be explicitely made by the CSP.

Done

36. (minor) p.14 section 7.2.2 software / hardware contradiction.
There seems to be a contradiction in this section:

a) implies a tamper resistant hardware module

d) opens up the possibility for key export, with a requirement for keys to be encrypted. This may be required in the case of CA private key sharing between hardware cryptographic modules, so that’s OK

However, e) is only a useful control assuming an implementation fully in software.

Position: we consider it to be undesirable to leave open the possibility of a software-only implementation as suggested in e). Also the additional effort and cost incurred to a CSP are a minimal fraction of the total effort and cost. Please delete e). This also relieves the editors of this document of the burden to include a section on Lifecycle Management of Cryptographic SOFTWARE used to Sign Certificates.

Done

37. (minor) p. 15, Section 7.2.3 There is no clear security objective for CA certificate distribution.

Suggestions:

a) Include the threats one would like to counter (e.g. deception of many persons making them assume another value for the CA’s public key (would be our choice); deception of selected individuals).

b) Add a control: distribute the root CA certificate of a CA hierarchy or all CA certs in a cross-certification scenario using two independent paths with different threat characteristics. Guidance: one path could be electronic and another path could be physical (e.g. using the normal mail).

No change – The risks will be as identified for the specific CA.  CA certificates are outside scope.

Following discussions an alternative change may be provided.

38. (minor) p.15 section 7.2.5 The statement is now to vague. Please clarify “intended function”  and “intended place”. 

Intended function: signing of generated certificates with the CA’s signature. Intended place: does this refer to physical location of the root certificate (tamperproof hardware in a secure location in a computer center) or does it refer to a place on the generated certificates? Anyway, it should not be possible that the CA signs arbitrary content. A more tangible security objective may be:

Precautions must be taken to ensure that it only signs certificates for subscribers or for other CAs (cross certification, CA hierarchies). Also precautions must be taken that these objects have undergone the normal checks, this is something the cert generation application can ensure.

Done

39. (minor) p.15 section 7.2.6.b. Is there a real world requirement for archiving out-of-use CA private keys? Please provide clarification in the text, we feel that normally, a) would suffice.

No change – Some CAs archive their keys and would find it difficult to conform to 7.2.6a.

40. (minor) p.15 section 7.2.7.iii. ‘throughout its lifecycle’. We believe this is a misnomer, also requiring two employees to be present during production, shipment etc.

Suggestion for text change: ‘while holding valid certification signing keys’
Done

41. (minor) p.16 section 7.2.8.b ‘the selected key length and algorithm for CSP-generated Subscriber keys’. Is this once more the key generating algorithms. If so, then this is doubling a).

No change – a) is the key generation algorithm, b) is the users signing algorithm

42. (major) p.16 section 7.2.8 SSCD provider model. Although it is a good thing that requirements are listed here for the case that the CSP provides the SSCD, this is likely to be a very temporary situation. Probably the SSCD will be supplied / initiated etc. by third parties very soon.

Who then will put forth requirements to these suppliers? As many of the requiements listed here are operational in nature, this is clearly not presently covered by CEN/ISS area F!

Or is this one of the cases that a broad definition of CSP might actually be useful, and could we use the definition to capture such SSCD suppliers? In this case, the issue of CSP definition (see our previous comments) becomes more important.

No change – this is not dependent on use of an SSCD (except item d).  If this is a requirement for SSCD products then it should also be in area F.  Area F draft (section 4.4) does already refer to a separate document identifying approved algorithms.

43. (minor) p.16 section 7.2.8. a ‘algorithms recognised as being fit for the purposes of Qualified Electronic Signatures’ The use of this phrasing is somewhat confusing, in a) this phrase is used to describe a key generation algorithm!

Done

44. (minor) p.16 section 7.2.8.d. The presence of this paragraph is highly confusing, it could be interpreted to mean that 7.2.8 a through c do not apply, so we have a situation that we have either 7.2.8 OR 7.2.9 to meet, which is probably not what was meant. Please delete and keep in 7.2.8 all requirements for both cases (SSCD and non SSCD), and make clear in the heading of  7.2.9 that these requirements only apply in the SSCD case.

Done

45. Paragraph 7.2.8: Add 7.2.8 e: 

Text change proposal:

In case of bulk generation, keys for subscribers have to be securely generated and stored before being delivered to subscribers. (Link to Type1 SSCD Area F). 

Done with changes – applies even if not doing bulk generation

46. (minor) section 7.2.9. No clear security objectives.
Please include what sort of threats one would like to counter. Simply applying terms like ‘securely controlled’, ‘securely stored and distributed’ is too vague to be useful.

Done with changes – “securely stored” in line with other wording used elsewhere in document (see your previous comment).

47. (minor) section 7.2.9 Remote deactiviation.
Does the fact that SSCD deactivation is mentioned imply that there is an operational requirement to deactivate SSCDs that are out in the field? We believe there may be a case for such a requirement, it could be named ‘remote deactivation’.

No change – It is not considered practical to ask CA’s to ensure deactivation when remote.  This refers to deactivation and reactivation together.

48. (major) P. 16 section 7.3.1. d) Registration

Verification of information in registration process. The formulation is unclear, certainly for non-native speakers.

Please clarify the term ‘indirectly through submitted documentation providing equivalent assurance’ 

Position: We strongly feel that an identity check against a physically present person must be made when the first QC is issued, that is, the first time the physical identity is reliable transposed into an electronic identity. Future QC’s may be issued, requiring the back-office verification of data (including possible additional attributes), in which case the identity check may be fully electronic using a previously issued QC.

Done with changes – text revised and example added.

49. (major) p.17 section 7.3.1.d) listed identity attributes.

Position: Address information is only a temporary attribute. We consider this not to be an integral part of someone’s identity. As such, address information should not be obtained for verification purposes, but only for practical reasons (billing, information of the CSP to the Subscriber etc.).

Done - Move requirement to provide contact the person outside the identity information ouside verification of identity but include as a separate requirement.

50. (major) p.17 section 7.3.1 d) Use of attributes.

Clarify the term attributes here, since there may be confusion with repect to attribute certificates. The use of attributes should be strictly bound to the purpose required for the classes of identity certificates. Please don’t go into the still very experimental area of attribute certificates. There is no real operational experience with public services in this area.

Done

51. (minor) p. 17 section 7.3.1.f, 3rd bullet, line 3: ‘as required in by this policy’

Done with changes

52. (minor) 7.3.1.h ‘the requirements of the national its national data protection’

This sentence is incomplete.

Done

53. Paragraph 7.3.1: j) Authentication of the RA, who sends the information (or makes it available in some way), is also essential. This should be added.

Done – para moved to 7.3.3. k

54. (minor) p. 18 section 7.3.1.k  terminology. New terminology is introduced:

‘recognised registration authorities’ Please clarify.

‘registration service providers’ Please clarify.

Done with changes – para moved to 7.3.3. k, Registration service is defined in 4.1.  Registration service provider is clearly a provider of such a service.

55. (minor) p. 18 section 7.3.1.l Reference to (c). Probably this is meant to reference (b).

Done

56. (minor) p.18 section 7.3.2  Certificate renewal and rekey.

These are two very separate issues; both are dealt with rather minimally.

Suggestion:

The subscriber may, if the CSP offers this service, request a certificate renewal.

Note: this may be in cases where relevant attributes presented in the certificate have changed or when the certificate lifetime is running out.

Done with changes -  All above included in note as none are requirements on the CA.

The CSP may issue a new certificate based on the Subscriber’s presently held private key material, assuming the cryptographic security is still sufficient for the new certificate’s intended lifetime and no indications exist that the Subscriber’s private key was compromised.

Done with changes – reworded as requirement

+ registration requirements as now stated in 7.3.2.

Rekey: there is the issue if one would allow a transfer of new key material using the old keys. This would require a key exchange key with higher cryptographic security than the normal key. This also has a relation with the SSCD!

Outstanding issue

57. (minor) P. 18-19 section 7.3.3.b/c ‘securely linked’ For such a vital part, it’s useful to include a little more. Against what threats do we seek protection here (security objective). What controls are suggested (secure room with dual control) in combination with suitable cryptography protected (ref. crypto algorithms) private key transport?

No change – The threats depend on the CA practices

58. Chapter 7.3.4: ‘The CSP shall make available to Relying Parties’, it is important that is added to this requirement that this is done in a  way that is usable to the Relying Party and in line with the CPS.   

Done with changes

59. (minor) p. 19 section 7.3.4.a   ‘complete and accurate certificates are avaible to Subscribers’

Change to ‘Upon generation the complete and accurate certificate is available to the Subscriber in question.’

Done

60. (minor) 7.3.4 and 7.3.5 Outages.
Position: please include the requirement that the service must be engineered to provide 99,9 availability (measured over a year at the major network exchange nearest to the CSP).

The present requirement still leaves open the possibility of a minimal design with massive outages in the first instance of system failure.

No change – the exact level of service is a commercial matter which is best left to the CA.

61. Paragraph  7.3.5: a) Only one circumstance for revocation is mentioned. It may be useful to mention other circumstances for revocation like  death or disability of the subscriber, violation of a contractual agreement etc..

Done

62. (major) p. 20 section 7.3.5.a What is ‘immediately’? Within a minute, an hour, as soon as an assigned employee finds the time?  This must absolutely be entirely clear to all relying parties, as they run an aggravated risk in case of slowly processed revocations. Possibly the best way around this, is to specify the maximum elapsed time between suspension request / notification to the (normal) time of publication in a CRL or public availability of on-line certificate status information. (see also our comment 65)

Done with changes – frequency of publication is covered elsewhere.

63. (major) p. 20 section 7.3.5 Revocation information and obligations of CSP and Relying Party.

The absence of a real-time mechanism for all people to inform Relying parties of suspension or revocation information and possible ‘interim’ CRL publications leads to the question what a Relying Party can reasonbly be expected to check.

We would suggest to include in 6.3.a that in case a CRL is used, that there is an obligation to get the most recent CRL according to the normal publication schedule.
This doesn’t solve the problem entirely, because there may still be CSPs that will publish large CRLs on an hourly basis, and this would put a lot of burden on the Relying Party.

Done with changes 

64. (minor) P.19 section 7.3.5 c) Is suspension of certificates only considered during the validation of a request for revocation? It could also be considered in cases where a subscriber has lost the token with the certificate on it, but finds it again at a later stage. Remark: suspension will bring extra complexity. It will  cause extra management at the CSP, and not all (client) applications support suspension.

Done with changes - Clarify that  suspension is optional

65. Paragraph 7.3.5: f) 

Add the following text:

The CSP shall state the update frequency of the CRL in the CPS. The update frequency is once per day or more often. 

The CSP shall specify in the CPS what the maximum throughput time is between a request for revocation and the publishing time of the CRL with the revoked certificate, and whether or not suspension is used during this time.

Done with changes

66. Paragraph 7.4.1: c) In this section the CSP is responsible for all certification services. In paragraphs 4.2 and 6.1 the CA is responsible. Responsibility for all certification services in conjunction with liability is not clearly defined. See remarks 6.4. 

Done

67. (minor) p. 21 section 7.4.3. Conflicting interests. Please elaborate what exactly is meant here. Internally, externally? Is holding sharing in your customer’s competitor a conflicting interest. In case when things are not black or white: mandate a procedure to make possibly conflicting interests public.

Done with changes – making possible conflicts public could impact on the rights of the employee’s privacy.

Also make the concept of a trusted role or function more formal and give it more weight (not just guidance).

Done

68. Paragraph 7.4.4: b) What exactly is the certificate management service? Is it key management, certificate issuance and certificate revocation status services? Define certificate management services in terms of paragraph 4.1.

Done – used 4.1 terminology

69. Paragraph 7.4.4: Add paragraph 7.4.4 e

Text change proposal:
Add a reference to (relevant sections of) BS 7799 for physical and environmental security. 

Done

70. Paragraph 7.4.5: 

Text change proposal:

Responsible and suitably skilled staff under senior management control 

Done with changes – covered by general requirements for trusted personnel.

71. Paragraph 7.4.7: Add new paragraph 7.4.7 a

Text change proposal:

An analysis of security requirements shall be carried out at the design and requirements specification stage of any systems development project undertaken by the CSP or on behalf of the CSP  to ensure that security is built into IT systems.  Security aspects must be made subject to change control procedures.

72. (major) P.26 section 7.4.9. The present requirements in case of CA termination are insufficient, what is required is service continuïty. This also is essential to establish trust in PKI for subscribers and relying parties+.

Suggestion: add text on business continuity in the case of:

· CSP  or CA termination  

· mergers of CSPs

For example a member state could make it obligatory to be member of a professional organisation of CSPs that are obliged to take over the service from each other in case of termination. Another example is a Trust Network of CSPs, where one CSP can take over the business of another  CSP, that wants to terminate. 

Outstanding issue

73. Paragraph 7.4.11: i) In the CPS should be specified which significant and critical system events should be logged as a minimum (like e.g. time of receipt of request for certificate, time of receipt of request for revocation of certificate, time of generation and publishing of certificate, time of publishing (in CRL) of revoked certificate, time of destroying subscriber keys after delivery, ...). 

Already covered

Note: besides for providing evidence in legal proceedings, event logging can help at solving liablity issues, especially where a CSP service is performed by different organisations doing components of the CSP service. In this situation event logging can help by making clear what information left at what time one component and when it is received at another component

Noted

74. Paragraph 7.5: Add new paragraph 7.5 a and b:

a
policies and procedures under which the Certification Service Provider operates shall be non-discriminatory;

b
the Certification Service Provider shall make its services accessible to all applicants whose activities fall within its declared field of operation;

Done

75. (major) p. 22 section 7.5.i Indepence requirements. The requirements are not only relevant for senior staff but all personnel in a trusted role. What is relevant here is that there should not be a mixing of interests in a way that negatively influences the CSP services. 

We do not think that it is required to be “independent” as decribed in Draft H in the real world.

Outstanding issue

Chapter 8 Framework for other QCPs

76. Paragraph 8.2 

Be careful with this note, it could be misleading. There are different interpretations in the countries how “to the public” is defined. At least it should be clear from the certificate whether  the certificate was issued to the public for public use or not (for instance by making use of the field where restrictions regarding the use of the certificate can be announced).

No change

Annex A

77. (minor) Annex A Liability relations

Liability relations:

What about liability relations between  CAs and RAs, especially when these functions are exercised by different organisations? 

No change – this is an issue for the CA.

78. (minor) p.32 overall liability and liability limits

The statement  “Note that because liability limits are on a transaction basis, and the CSP may not be able to control the number of transactions for which it becomes liable, the CSP may not have control over its overall liability” raises concerns. Is it possible for a CSP to insure the certification services appropriately with such an exposure? 

Text proposal:   “A CSP should describe in the CP how it handles liability in cases where multiple transactions have taken place, which are within the agreed limits on a per-transaction-basis, but which in total exceed the insured amount”

It is suggested that the CA may:

- define the risks it has insurance for (e.g. compromise of its own private

key, transcription error etc)

- seek insurance

- limit the beneficiaries of their insurance policy to subscribers cutting

out relying parties that are not subscribers;

- cap their liability exposure to a maximum sum for all claims each year.

- beyond the caped limit there is no obligation of the CSP to provide

refunds.

Alternatively, it may be reasonable to extend an insurance

policy of a CA to all relying parties involved in a transaction. Liability

caps are permitted according to the Directive.

Annex B

79. (minor) Annex B:

P. 35: What is “ICC” in the fourth row, middle column of the table? Please clarify this abbreviation.

Done

Annex C

80. References completion.

b)  the references made to the QCP only address the prompt directory and immediate revocation service. The secure operation could be referenced by adding chapter 7.4.6 m)

g) reference 7.2.8 can be removed (falls already under 7.2) and 7.3.1 and 7.3.2 should be added

l) references 7.2.3 and 7.2.5 should be added (information can be checked for authenticity using the CA PK) and 7.4.6 (only authorised persons can make entries and changes)

Done

17 Additional comments from Dutch  taskforce PKI Government – Forwarded by Rene van den Assem, Fri 15/09/00 15:49

In addition to the consolidated national comments of the Netherlands, the Dutch taskforce PKI Government has the following comments:

1. (major) P. 4 section 1 fourth alinea: Please do not restrict QCP to natural persons only and do so consistently throughout the document (e.g. in sections like section 7.3.1.) . For example the Dutch Tax Office wants to work with authentication of legal persons, and not with authenticated natural persons representing legal persons, since that would give a lot of administrative and maintenance overhead when employees change employers etcetera. 

Text proposal to replace the fourth alinea:

“ Certificates issued under these policy requirements may be used to authenticate:

A natural person, who acts on his own behalf  or on behalf of the legal or natural person or entity he represents 

A legal person

A device (e.g. a web server etc.)”

Guidance: The option to use digital signatures for legal persons as such (e.g a kind of company signature) has some advantages, like reduction of the number of certificates required and reduction of  the number of revocations required since a company signature need not be linked to employees (who change employers from time to time causing revocation). For some purposes it is sufficient to use a company signature. 

Done with changes – The current document is aimed at qualified certificate for electronic signatures as defined in the Directive.  So the subscribers are as for signatories as in the Directive.

The registration scheme is to be updated to cover persons acting on behalf of – natural persons, legal persons or other entities.

Add to additional work areas

2.  (major) 7.3.1 Three distinct registration processes.

Please split the requirements for three different registration processes for different classes of identity certificates, namely for

A natural person, who acts on his own behalf  or on behalf of the legal or natural person or entity he represents 

A legal person

A device (e.g. a web server etc.)

The requirements may be and probably are very different in these cases.

Done with changes: Done for the different classes of signatory defined in the Directive

18 Stefan Kelm, Identrus - Sent Fri 15/09/00 15:50

These are comments on draft H of the QCP (area C) document which I submit

on behalf of Identrus. Please allow me to recall our objectives:

 "It is the goal of Identrus to have their standards compatible to those

  being developed by EESSI. Hence, it is vital that the European

  Standards will not be very specific but as general as possible. [...]

  Identrus main concern is that the standards that are currently being

  written will be too Europe-centric; however, for the sake of

  interoberability it is absolutely essential for the working groups to

  come up with solutions that work together with global solutions. This

  can only be achieved by developing minimum security requirements in

  contrast to very specific standards."

As a general remark let me first thank you for having done such a great

job during the last months. It is my impression that the current draft

already is much improved compared to earlier drafts!

Now, here are some comments on draft H of the QCP document:

- section 6.2 (f) is the same as the first half of 6.2 (a) and

  can be removed.

Done

- section 7.1 (d): as the CPS might indeed contain confidential

  information (cf. the comment sent by the ECBS) it cannot be

  made available to "all appropriate subscribers and relying

  parties". I think the note you added is not sufficient, so

  that the text needs to be changed wrt Annex II (k).

Done with change - still needs to be made available if not “assessed .. by an independent party.”

- section 7.1 (g): I agree with ECBS and propose to remove

  all words after "auditors" (see previous comment).

Done with change as above

- to raise a previous issue again: sections 7.3.1 and 7.3.4

  require the CSP to inform the subscriber about:

  "the period of time for which CSP event logs are maintained"

  This requirement does not have a background in the Directive.

  IMHO this leads too far and should therefore be removed.

No change - This is not considered to be an onerous requirement.  It has been identified as a specific concern of some, particularly from the view of registration information.  Without this the relying party has no idea for how long it can call up the CA to provide evidence to support the electronic signature.

- section 7.3.1 (d): I agree with the comments on the need for

  a person to be "physically present" that have been made a

  number of times. This requirement is far too stringent and

  needs to be lessened.

Outstanding issue

- section 7.3.5 (c): do we need to specify if and when a

  suspended certificate is reinstated?

Done - specify that must not be kept in suspend for longer than necessary

- section 7.3.5 (e): change "cannot" to "must not"

Done - shall not

- section 7.4.1 (a): it is not necessary to distribute the

  security policy to each and every employee so I propose to

  amend as follows:

  "... to all employees who are engaged in the Certification

   Services as specified in 4.1"

Done with changes

- section 7.4.9 (b) bullet#3:  it is still unclear how the CSP

  shall "perform necessary undertakings to maintain event log

  archives" in case it terminates its services. Please clarify.

Done

- section 7.4.11 (h) is somewhat strangely worded (see the comment

  from Jan Sauer, E-Sign WA-V) and needs to be reworded.

Done

- section 7.5 (i): I've raised this issue before. To require

  that the CSP staff "must be free from any commercial, financial

  and other pressures which might adversely influence trust in

  the services it provides" by far exceeds the Directive and

  needs to be removed completely! I cannot see how this requirement

  can be fulfilled, even by non-commercial CSPs!

Outstanding issue

Finally, wrt some of the other comments that were sent to this list

and that asked for more stringent requirements, let me repeat once

again that it is vital that we do not go into too much detail in the

QCP document. This is especially important when it comes to certain

OID's or certificate extensions that have been proposed here. We

should only exceed the objectives of the Directive where it seems

absolutely inevitable. Otherwise, we will end up in a situation

similar to the one here in Germany where no signatures according

to the law are being used at all.

19 sector committee "security" within the German national accreditation schema - Forwarded by Antonius Sommer, Fri 15/09/00 17:33
See disposition of identical comments: 3. Martina Rohde, BSI Germany - sent Fri 25/08/00 09:44
20 UK tScheme comments

1. Nature and extent of checks performed at Registration (physical persons):

tScheme has some concerns about potential limitations implied by [155-1H] regarding the requirement for physical presentation and the extent of verification checks.  [155-1H, (7.3.1.d)] states [identity verification] "shall be checked against the physically present person...."  but then the same paragraph says "Checks shall use documentation (paper or electronic)...." which seemed initially to be contradictory.  

Furthermore, tScheme’s Approval Profile for Registration includes both remote and on-line solutions and does not state that the person has to be physically present.  We would propose re-wording of this paragraph to become:

“ The CSP shall verify by appropriate means in accordance with national law, the identity and, if applicable, any specific attributes of the person to which a Qualified Certificate is issued.  This information shall be checked against the natural person (either physically or indirectly through submitted evidence which provides equivalent assurance).   Checks shall use paper or electronic evidence that at least verifies the Subscriber’s:” …. etc.

Done with change

2. Nature and extent of checks performed at Registration (other ‘signatories’):

[155-1H] appears to make provision only for the applicant making application in their own right.  However, Dir.93 defines (Article 2, definition of ‘Signatory’) four possible capacities in which a signatory may act, and therefore these different capacities must be provided for at the time that a Subscriber makes an application for a certificate.  Thus, we recommend that [155-1H, (7.3.1.d)] be re-worded and extended to account for these four cases along the following lines:

Where the Subscriber acts on his own behalf:
evidential requirements for self as presently defined [155-1H].

Where the Subscriber acts on behalf of the natural person he represents:
evidential requirements for self as presently defined [155-1H];
evidential requirements for the person being represented, as presently defined [155-1H];
authority to act (including any restrictions, e.g. capacity, period, limits, ..).

Where the Subscriber acts on behalf of the legal person he represents:
name of the subscriber;
identity of the legal body represented and its legal status;
business registration information and registered address;
authority to act (including any restrictions, e.g. capacity, period, limits, ..).

Where the Subscriber acts on behalf of the entity he represents:
as above case, plus -
type of entity and signing purpose

Done

3. Use of terminology / distinction between relevant types:

The recurrent use of ‘CSP’ is misleading and unhelpful.  tScheme would prefer to see references to specific services, or the overall CA responsibility, as appropriate, in a fashion which would make possible linkage to the set of service component names discussed on a separate occasion.

Done

4. Baseline QCPs defined:

There is a view that a simple QCP (QCPvanilla) would be helpful if it were clear how to extend this to achieve the QCPPublic and the QCPPublic+SSCD. The QCPvanilla would help by enhancing the evidential value of an e-signature applied within a CUG.  Additionally, there remains value in being able to show within a certificate which EESSI QCP a TSP’s policy is based upon, along with and the specific policy which the TSP is applying (i.e. an extended policy which is fully conformant with the identified baseline QCP.

No change - Following discussions in Stockholm and Zurich the consensus is understood to be that closed user group policies should be addressed through section 8.  The establishment of a registration scheme / Policy Management Authority for Qualified Certificate Policies would meet this requirement.

5. Titling and implications of §6:

We feel that the TSP cannot impose through its policy any obligations upon their Subscriber, or upon (the unknown) Relying Party.  This section should be re-titled and re-worded, or re-expressed such that all obligations are upon the subject of the policy, i.e. the TSP.  Thus, re the Subscriber: re-title §6.2 as “ Obligations with regard to the Subscriber ” and use the phrase “The CA has upon it the obligation to require the Subscriber to accept an obligation to abide by the following terms. 

Done with changes

 Similarly, re-title §6.3 as “ Obligations with regard to the Relying Party ”,  and re-phrase along the lines of “ The CA shall make available [??by durable means - tScheme did previously offer a form of words to cover this]  advice on the limitations of the certificate which may apply and where the RP can find information by which they may check the continued validity of the certificate ”.  

Done with changes

A concern was also raised that Relying Parties need to have clear guidance on the availability of the means of checking the continued validity of a certificate.  This seems not to have been provided for within the actual structure of the certificate.  Not directly an issue for [155-1H], but something for EESSI as a whole to consider.

Done

We will be pleased to respond to any requests for clarification and are prepared to review future versions of the document.  We would stress that tScheme has made considerable moves to find itself compliant with this policy and would find it difficult to explicitly recommend it for use in the context of tScheme approvals if the changes we have identified as being necessary were not retained in the formally published document..
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This memorandum provides technical comments from the Federal Public Key Infrastructure Steering Committee on the subject draft document.  The comments are broken into two categories, Substantive and Editorial.  These comments are supplied for consideration by ETSI, but do not represent an official U.S. government position.

It should be noted that the U.S. government does not describe the nature of certificates issued by companies to the public for commercial or private use; rather, requirements prescribed by the government pertain only to certificates that are to be used in doing business with the government.  Thus, our comments should be considered with the understanding that the U.S. approach for certificate issuance to, and use by, members of the public differs from that of the European Union, so that some of the comments may be determined by ETSI not to be relevant.

Finally, it should also be noted that an ultimate potential goal may be to map ETSI Certificate Policy levels of assurance to those contained in the Federal Bridge CA Certificate Policy, the latter under final development.  A copy of the draft FBCA CP will be supplied separately.  We would welcome the opportunity to have a further dialog on how to accomplish such a goal.

Substantive Comments

1.  Section 3, suggest adding definition of “Certificate Profile” since the term is used on the preceding page as something under development; useful to add this definition since the interoperability of certificates will be substantially affected depending upon what extension fields are included in certificates, and the rules for how those extension fields are populated.  Additionally, the U.S. Federal government has developed a draft Certificate Profile for use by Federal agencies; it would be useful to compare that to whatever ETSI develops to determine how they might be harmonized.  A copy of the draft Certificate Profile is included with these comments.

Comment passed to editor of qualified certificate profile as this term is only used within the title of that document

2.  Section 4, it  might be useful to establish who acts as a governance body over the CSP; normally this is called a Policy Management Authority (PMA) or Policy Authority (PA), and that body is responsible (among other things) for overseeing the operation of CAs and RAs to ensure they are in conformance with their respective Certification Practice Statements.  Thus, where later in the document there are statements that a CA is ensuring conformance with a requirement, it may be more suitable (depending upon the context) to assert that the PMA or PA is doing so.

Proposed as area for future work

3.  Section 4.1, the Registration Service (Authority) may also verify that the subscriber holds the private key corresponding to the public key offered for the certificate (where the subscriber generates the key pair).  (This is later covered additionally in Section 7.3.1 paragraph g).

Done

4.  Sections 5.3.1 and 5.3.2, the language suggests that the subject document is viewed as a Certificate Policy (“This Certificate Policy….”), but the document earlier describes itself as setting forth policy requirements for CSPs, and does not cover all elements set forth in RFC 2527.  Suggest adjusting the language in this and following sections to reflect that this document is a policy requirements document rather than a Certificate Policy per se.  If, however, it is intended to make this document a Certificate Policy, then the format set forth in RFC 2527 should be employed.

Annex D identifies how RFC 2527 requirements are addressed in this document.

5.  Section 6.2 paragraph g), requiring notification in the event of a “risk” of compromise could be misinterpreted; such a risk arguably always exists since there is always some chance that the individual’s signature device could be stolen.  Further, a private key may be lost without any chance of compromise (e.g., if a smartcard is accidentally dropped overboard into the deep ocean), which would still warrant notification so that the corresponding certificate can be revoked.  Thus, suggest adjusting the language as follows:  “… notify the CSP without any delay if the Subscriber’s private key has been lost, stolen, or potentially compromised …”  

Done

Another related point: we often talk not in terms of key compromise per se, but loss of control over the private key, because if a hardware token (and Personal ID Number to unlock the private key) is stolen, the miscreant may not actually obtain the private key itself, but rather just the means to employ it – hence, we describe that situation as “loss of control of the private key” without necessarily the private key itself being compromised.

Done

6.  Section 6.3 paragraph a), do not believe that there should be an “or” at the end, should be an “and”; likewise under paragraph b).  Paragraphs a), b) and c) all appear to contain requirements which should be met, necessitating the use of “and.”

Done

7.  Section 7.1, the language states that a CA shall ensure that the CSP is complying with its obligations; this might be a good place to include some language about how a PMA or PA fulfills this role, per comment 2 above.

Such a body with regards to the CPS is covered in 7.1 (e)

8.  Section 7.1 paragraph d), again a PMA or PA actually plays a key role here; e.g., with respect to what CA information is made publicly available, that may be established by the PMA or PA (i.e., the governing body for the CA).  It might also be useful to describe a CA’s obligation to publish information in different, more positive terms, e.g., “The CA shall publish information on its operation unless such information is required to be protected for privacy or security.”

Checking conformance is an area for future work.

9.  Section 7.1 paragraph e), this is the first reference to a “management body” which, per comments above, might be described instead as a governing body such as a PMA or PA.  Also in 7.4.1 paragraph b), “management forum” (different term) is used but undefined.

No change – this authority is responsible for the certificate practice statement but not the certificate policy (see section 8)

10.  Section 7.2.2 paragraph b), the requirement for dual control for CA signing key backup recovery should be adjusted to conform to whatever requirement applies to use of the prime CA signing key.  In other words, as cited in Section 7.2.1 paragraph a), which requires at least dual control of the signing key, the same requirement should apply to backup recovery of a copy of the key; this may entail three or more people, whereas 7.2.2 paragraph b) only requires two.  This point is explicitly recognized in 7.2.2 paragraph c).

Done

11.  Section 7.3.2, the language discusses certificate renewal or rekey following revocation or expiration; generally one would want to renew or rekey just prior to certificate expiration, not after.  

Done

 Further, if the certificate is revoked due to private key compromise, it is preferable to issue a new certificate holding a new key pair; renewal (using the same key pair) is inappropriate, and even rekey can be inadvisable if it attempts to preserve the same certificate serial number (which appears on a CRL owing to the revocation).  Generally, renewal or rekey is appropriate for expiration events, or where the private key was inadvertently destroyed (e.g., the “coffee cup spilled on smartcard” event) with no potential for loss or compromise so that the original certificate would not have to be revoked. 

Done

 Additionally, we define a further category, “Certificate Update,” as follows:  “Updating a certificate means creating a new certificate that has the same or a different key, a different serial number, and differs in one or more other fields, from the old certificate.  For example, an Agency CA may choose to update a certificate of a Subscriber whose characteristics have changed (e.g., has just received a medical degree). The old certificate may or may not be revoked, but must not be further re-keyed, renewed, or updated.”  It might be useful to define rekey, renewal, and (if desired) updating elsewhere in this document.  Attached to this document is the draft U.S. Federal Bridge Certificate Policy which describes each (including the words cited in quotations above).

Done

12.  Section 7.4.1 paragraph d), these elements should also be covered in the Certification Practice Statement of a CA.

As described in 4.3 there may be a set of lower level documentation below the CPS.

13.  Section 7.4.5 paragraph iii), instead of “malicious,” better language might be “unauthorized,” because the introduction of any unauthorized software – whether malicious or not – should be precluded.

Done with changes

14.  Section 8.1 paragraph a) does discuss a PMA as having the responsibility for approving a CP; it might be useful to recognize that in many cases, the PMA may also have responsibility for overseeing the operation of a CA, including ensuring it is properly adhering to its CPS. 

In current version PMA is avoided pending further work

Editorial Comments

1.  Background, second paragraph, last sentence, “users” vice “user.”

Done

2.  Section 6.2, paragraphs a) and h) appear to be overlapping; could adjust paragraph a) by deleting “during Subscriber registration,” and then delete paragraph h) since a) becomes all-encompassing.

Done

3.  Sections 7.2.1 and 7.2.2, there are subheadings “Certificate Generation” which appear vestigial and may warrant deletion.

No change – subheadings provide link of requirement to a specific service.

4.  Section 7.3.1, there are subheadings “Certificate Generation” and “Certificate Dissemination” which do not appear to relate to the material under each; for the former, the material pertains to ensuring distinguished naming, and for the latter, to the requirements pertaining to certificate usage.  Additionally, under paragraph h, the words “the national” appear to be redundant with the words immediately following, “its national.”

Done

5.  Section 7.3.3, first bullet, “securely” vice “secure.”

Done

6.  Section 7.4.3, last note, “employer” vice “employed,” and “past” vice “passed.”  Also, in paragraph h) immediately preceding the last note, “affects” vice “effects.”

Done

7.  Section 7.4.4, paragraph c), add “and” after “breaking” since “protection against” appears to deal with all of those elements.

Done

8.  Section 7.4.6, paragraph o), “unauthorized” vice “authorized.”

Done

9.  Section 8.1, paragraph b), the word “requirements” appears to be missing after “business.”

Done

10.  Section 8.3, paragraph b), insert “of” ahead of “a SSCD.”

Done

22 Additional tScheme Comments Tom Parker, Sent Thu 21/09/00 21:22

Comment Number
Section

Comment

1
Title and Scope
The title makes the reader think that this standard is about rules for Certificate Policies, when it is far more than this. Much of it is concerned with Certification Practice (for example virtually all of Section 7.4), some of it relates to the CSP’s business probity (most of the requirements in Section 7.5). Some suggestions for better titles are:  “Operational Policy Requirements…etc.” - to distinguish the use of the word “policy” from certificate policy, or simply “Requirements for…etc.” - which is perhaps too unfocused, or perhaps “Policy and Practice Requirements for…etc.” since there is very little which lies outside this scope. As well as the title, the Scope section needs to make the distinction clear.

Done with change – The document defines policy requirements on the CA practices 

2
Various
General Comment on the use of the term “identity”.

Using the term and idea of “identity” hides the reality of the multiple attributes which make it up. Only by digging down behind the larger and ill-defined concept can it be seen exactly what is being verified (the concept is ill-defined in the sense that there is no definitive list of attributes that make up “identity”). The standard needs to be more precise (the Directive can get away with vagueness that a standard cannot).

So when the standard says that an RA verifies identity, we need to be clear what particular aspect of identity is being verified, i.e. what it is that the relying party needs. In the context of Qualified Certificates, the primary needs of relying parties are (a) to distinguish this subscriber from all others, and (b) to make the certified signatory accountable for what has been committed to by the act of signing. For financially related certification policies this could merely require that the subscriber be allocated a unique identifier and deposit a sufficiently large bond on which the relying party may be able to draw in the case of subsequent dispute. However, what the Directive has in mind is that the “identity” should enable relying parties to find and make accountable the real person. Identity attributes such as birth names and address spring to mind as obvious candidates for verification, but there are many other candidates and the standard should not lay down rules (as it wrongly does in Section 7.3.1 (d) ). The Directive does not require it, and the standard shouldn’t.

Some of the comments which follow below reflect this position.

No change – It is considered necessary to specify some requirements of the form of identity that is checked to ensure some consistency of quality in the use of qualified certificates.



3
4.1
Definition of Registration Services should start: “Verifies Identity related attributes and, if applicable, any other specific …”

No change – wording is in line with Directive



4
5.4.1 (a)
Make available to whom? Anyone who asks?

Done

5
6.2
The standard cannot lay down obligations on subscribers, only obligations on the CSP, so it should be worded along the lines of “The Certificate Policy shall require that the subscriber shall:..”. Alternatively Section 6 can be prefaced by text explaining that the requirements within the whole of Section 6 it are requirements which the certificate policy should be laying down, not ones that the standard is directly laying down.

Done with changes

6
7.2.2 (e) and (f)
These requirements seem to deny a key being stored on a hardware storage device such as a memory card, and then being downloaded to “software” for use, then the “software” being purged after use.

Done with changes – in line with FIPS 140 level 3 keys are held outside the device only in encrypted form

7
7.2.3
A CA cannot reasonably be asked to ensure the integrity and authenticity of subsequent distribution.

Done

8
7.3.1 (b)
The requirement should in addition ask for the readily understandable statements not to be hidden in a 100 page CP. One solution would be to add the words “..and conspicuous”.

Done - Included in note in 7.3.4

9
7.3.1 (d)
This is too prescriptive. There are many ways of proving identity attributes, which are at least as strong as those proposed, but which do not require face to face registration. There are also identity related attributes other than those given here, which will serve the purposes of relying parties without requiring all of those listed here (see also general comment 2 above). So this requirement should be reworded along the following lines:

“The CSP shall verify by appropriate means in accordance with national law, subscriber identity attributes (and possibly other attributes) sufficient to subsequently identify the subscriber, with confidence level sufficient for the relying party to be able to reasonably claim accountability in a court of law.”. This fits reasonably well with the requirement in Annex II (d) of the Directive.

No change – This information is not necessarily the naming attributes used in the certificate.



10
7.3.1 (k)
Add: “…and its confidentiality and integrity shall be protected in such exchanges”.

Already stated – see 7.3.3 j



11
7.3.1 (m) and 7.3.4 (d)
“durable” needs defining. If it is intended to have the general English meaning, then it is hard to see how electronic transmission can be considered to be durable.

Done

12
7.3.4 (c) third bullet
The “limitations of liability” reference is wrong - it should be 6.4, but little is said there so it would perhaps be better to refer directly to Annex A.

Done – reference removed

13
7.3.4 (f) and 7.3.5 (i)
The Directive does not require international availability. In particular why would this be required for systems whose relying parties are more locally distributed (as might be constrained in the CP)?

Already addressed – requirements not included in section 8 framework for close PKI.

14
7.3.5 (a)
How immediately is “immediately”? Microseconds or just same day?

Done – immediately changed to on receipt

15
7.3.5 (d)
The subscriber may not be able to be found. Suggest:

“Revocation and suspension will be notified to the subscriber by a method nominated by and agreed with the subscriber at registration time”.

Done with changes Registration requires a means of contact – see 7.3.1 d, but there is no reason for this to be fixed at registration provided that the CA can demonstrate that it has a means of meeting this requirement.



16
7.3.5 (f)
The “daily” requirement is not in the Directive. It feels to be arbitrary, so needs to be justified.

No change – this policy aims to define minimum requirementsto establish a baseline “quality”.  Without defining such a baseline then the quality of service is ill defined.  1 Day was chosen to match current practices.

17
7.3.5 (g)
24x7 is unattainable without caveats. It is reasonable to say that 24x7 is required for receipt of requests and reports, but validation may need support services out of control of the CSP which are not available on a 24x7 basis.

Done with changes –text refers to availability of service not validation

18
7.4.1 (a)
Add the underlined words in: “an information security policy, based on a risk analysis, and ensure…” otherwise there’s no mention of a risk analysis being required.

No change – Requirement for risk analysis stated in 7.1which is applicable to all the CA’s practices.

19
7.4.2 (a)
The use of  the term “classification” needs explaining/elaborating, particularly in view of 7.4.5 (b).

Done – reworded to classification of protection  requirements

20
7.4.3 (e)
As worded, this requirement may be interpreted to mean that all management staff need this expertise. The Directive simply requires that managers with this expertise should be employed, not that all managers have it. So the requirement should be reworded: “Managerial staff should be employed who…” along the lines of the dDirective’s wording.

Done

21
7.4.4 (b)
This requirement is not needed for the complete service. It is mainly the certificate and CRL generation services which need this protection. Some words like “as indicated by risk analysis” might be better, to enable parts of the service not requiring such high security to be qualified out.

Done with changes

22
7.4.6 (h)
Registration may not use a computer system at all. “Any system used for registration shall be trustworthy” is better, though it is still not clear how conformance to “trustworthy” would be assessed. What is “trustworthy”? This latter comment also applies to 7.4.6 (p).

Done

23
7.4.7
Should there not be a requirement for thorough functional testing?

No change – it is current proposed to get assurance of the security from common criteria

24
7.4.8
“quickly” is used twice here. How quickly?

??? – In time for tea?  As soon as possible.

25
7.4.8 (b)
Section 1. Scope says that this document does not address requirements for the issuance of CA certificates, but here is a requirement relating to one such.

Done – reworded in term of requirement independent of mechanism and note add describing revocation of CA certificates as one such mechanism.

26
7.4.10 (d)
Explicit subscriber agreement should be required.

Already covered by 7.3.1 f)

27
7.4.11 (c) and (d)
Since attributes of many types may be being validated, it is wrong to focus only on identification. Substitute “registration documents” for “identification documents” throughout these two bullets.

Done

23 Johansson Britta IT-enheten Sweden, Sent Mon 25/09/00 07:39

· A clear description of what is meant by CSP and CA, and the relation between the two is needed. For instance, in 7.5 says that ”The Certification Authority shall ensure that the CSP organisation is reliable”. The definition of CA is from standards which do no know the concept of CSP, and the definition of CSP is from the directive, which does not mention CA. It is of great importance that this document, where the two are connected, make perfectly clear the distinciton and relation between the two.

Done

· Why include a version of private CSP? The definition of Qualified certificates is that they are issued to the public. Keep the standard focused and simple, and for one purpose only.

Annex I & II is applicable to closed PKI.  Only certain requirements within the directive (e.g. article 6 liability) are applicable to just public services.

· Possibilities for limitation of damages payment should be an option.

Liability requirements other than as defined in the Directive may conflict with member state legislation.

· Structure should follow the RFC 2459.

RFC 2459 defines a profile which is followed by the Qualified Certificate Profile defined in the ETSI standard reference by this document

· 1 – Scope: (3rd paragraph) 
Qualified electronic signatures are not defined in the directive, which instead defines qualified certificates and advanced electronic signatures created by a secure signature device. (The term qualified electornic siganture is however a good one, and may well be defined in this document – just make it clear that this is beeing done).

Done with changes– This is an agreed EESSI term.  General clarification added that where the definition is derived from a referenced document the number s included at the end of the definition.

· 7.4.10
Is it necessary to state that de implementation of the Data protection directive must be met? We don’t have to state that the CSP shall obey the law!

No change – data protection issues are explicetly identified in the Directive.

6.2 The document concerns requirements on the CSP. This means that subscriber and relying party obligations should be formulated in terms of their relation with the CSP. The forumlation should be in terms of how the CSP can state and control these other parties’ obligations.

Done

7.2.1 Key length and appropriate algorithms shall be stated in the CSP.

Certificate generation is not a relevant term, the paragraph is about key generation.

No change – The CPS is generally required to state how the requirements of the certificate policy are met.  This would include how requirement of 7.2.1 are met.  There is no key generation service defined in the model.  For the CA this is covered by Certificate Generation.  For the subscriber, this is included in subscriber device provision.

7.2.2 Are the keys covered by the rule about FIPS 140-1 level 3 while they are in use? (as in d and e).

`Done – clarified that keys are only used within device.

24, Kristian Bergem, Telenor, Norway - Sent Sat 23/09/00 16:58

These comments are a bit late, due to late submissions to us, however, we

hope they will be taken into consideration anyhow. The comments come from

different persons so there might be different views on same paragraph.

Chapter 1 Scope

First paragraph first line, I would argue that the minimum policy

requirements are those of the directive itself. This document is the ETSI

groups opinion of the minimum requirements needed to perform a service in

conformance with the directive - and that this actually adds a lot to the

specific requirements defined in the directive.

Done

Second paragraph last line, for compatibility between applications it would

be a good idea to make some suggestions about CA certificates (an own CA

certificate profile)

No change – this is covered by the qualified certificate profile referenced in this document (see 7.3.3 a)

Second paragraph last line, I think it is natural to include something in

the policy about cross-certification and certificate hierarchies. This is

where the user expect to find the CA's policy on these matters.

Third paragraph is confusing. It states that the policy shall confirm with

the EU directive's article 5.1. Article 5.1 requires Secure signature

creation device. Only the policy covers both SSCD and non SSCD ... .

Seventh paragraph a) could be clearer in that the only difference is the

requirement of SSCD

Policy requirements for CA issuing CA Certificates is an area for future work.  In line with EESSI strategy this standard is not restricted to 5.1 signatures, only qualified certificates.  It is clearly stated that SSCD is an optional element.

Chapter 3 definitions and Abbreviations

Certificate Authority and Certificate Processor and CSP. Some people refer

to a CSP as the top organisation having overall responsibility as you have

defined the CA to be here, and the CA as a certificate processor just

processing certificates for another entity namely the CSP. To avoid this

confusion it might be sensible to define CA, CSP and Certificate Processor

in a way that avoids such confusions made from people with different

interpretations of the expressions.

Done with changes -  Term CA defined in terms of CSP issuing certificates.  Certificate Generation service is defined in 4.1

SSCD and SCD differs in the sense that SSCD complies with Annex III and SCD

does not. The description of the two given in "Definitions and

Abbreviations" gives the notion that there are more profound differences

involved. I would suggest that the words used describing SCD should resemble

the words used to describe SSCD. The word "implement" is vague and should be

avoided.

Done – Use of term SCD avoided.  Directive definition used.

There could be an idea to clearify the destinction between a subscriber and

a user (end entity)

No change – the document defines and mainly employs  the term subscriber.  User is employed in the general sense of the term.

Chapter 4

4.1 certification services, the subscriber SCD provision service may be

optional but not the proof of possession

Done with changes Proof of possession covered under registration.

Chapter 6 Obligations and Liability

6.2 Subscriber Obligations b) Is this a policy only for one key pair with

key usage set to electronic signature, or is this a policy for a CSP issuing

certificates for severalt key usages.  However, assuming the latter do you

try to state that the one key with key usage set to electronic signature

shall only be used for this purpose or the one key with key usage set to non

repudiation shall only be used for this purpose or that the one key with key

usage set to both electronic signature and non repudiation shall only be

used for this purpose or either. Need to clearify this point.

No change – specific requirements for encoding bits (signature and non-repudiation) in the certificate is a matter for the Qualified Certificate Profile.  The policy clearly states that the key pair is only used for electronic signatures as defined in the Directive.

Chapter 7 Requuirements on CSP Practice

7.1 Certificate Practice Statement a) and b) In a it sounds like a

requirement to evaluate economical risk and in b) it sounds like the CSP

only need to incorporate the requirements from the policy which seems

neccessary according to the economical reasons in a). I can't understand

that this should be an option. My opinion is that all requirements of the

policy must be followed up in the CPS.

Done

7.2.7 v) or propperly archived, ref. 7.2.6.

No change – this refers to keys held in the crypto device.  Requirements relating to archived keys are covered in 7.2.6.  The is no need to suggest to CAs to archive keys at the end of the life cycle.

7.2.8 c) must be possible to offer a service of secure backup of private

encryption keys if these are not the same as signature keys (key usage set

to electronic signature or/ and either non repudiation)

No change – support for encryption are outside the scope of this document.

7.2.8 d) a lot of signature creation devices today loads the keys down to

them in a secure fashion, I do not see the requirement for not including

these by requireing internal key generation!

No change – In line with Area F SSCD is defined as including key generation functions.

7.3.1.b), there should be a comma after Subscriber.

Done

7.3.1 d) third bullet place of birth must be optional since e.g. a national

registration number is enough to securely distinguish between to

individuals!

No change – either are allowed.

7.3.1 f) third bullet there is an "in" to much.

Done

7.3.1 h), "the national" should be left out.

Done

7.3.1 k) there is a "that" missing.

Done

Why is there a "Certificate Generation" and a "Certificate Dissemination"

paragraph under 7.3.1 Subscriber registration?.

Done – text moved

7.3.1 Certificate Dissemination, shouldn't the reference be to (b) and not

(c).

Done

7.3.2 Renewal and rekey, It sould be possible to make automatic solutions as

used for kredit- and debitcards today, when revoced or expired. Therefore it

should be possible to except an automatic  SCD or SSCD creation with and

automatic creation of corresponding certificate during initial registration

- is this possible corresponding to the policy as it is today?

In my understanding – yes, note however, the CA is required to check that subscriber attributes are unchanged.  (e.g. by asking the subscriber to confirm that there have been no changes.)

7.3.2 Changes to user details and subscribing conditions must be possible to

change electronically after the initial subscription.

No change - evidence of user attributes can be submitted using electronic information.

7.3.3 c) Securly passed is that satisfactory for this policy, no

requirements of dual postage, personal apparance, registered adresse ....

Done with changes – in case of SSCD such requirements are included.  In the more general case of distribution of private key there are too many variances to specify a specific solution.

7.3.4  a) there should be a comma after Upon generation.

Done

7.3.5 f) there should be a comma after "... are used, ...".

Done

7.4.4 b) must  be able to share functions with other businesses as long as

that part of personnel is defined as a part of the CSP organisation e.g.

organisation running the directory, SCD or SSCD provider etc.

Done – “Business” changed to “organisation”.

7.4.6 Revocation management, a bit unclear to me if this is just the

functions configuring and maintaining the solution or if this also includes

the operator functions for actually revoking certificates.

No change – see definition in 4.1

7.4.8 c) Not clear if In such case referes to in the case where CA's own key

is compromised or anothers CA's key are compromised.

Done

7.4.11 note 2) there should be a comma after "...purposes, ...".

Done

7.4.11 Certificate generation h) This must be unless this is a part of an

intended service offered to and wanted by the customer (and of course the

key's plain value must be secured in some manner)

No change – Under Annex II j the CA is not allowed to do this even if the user wanted it.

There is a "from customers" too much in 7.5 f).

Done

General concern - there is a lot of undefined expressions in the policy -

timely, imediately, trustworthy, etc, which loosen the policy up a bit. This

might however lead to different interpretations arround Europe. What is the

groups view's on this?

Done – where possible more specific wording is used.

Questions for the ETSI group:

When will the OIDs be provided.

Done

The advisory panel  identifyed in Article 9 of the directive, is this

operational and where can they be contacted?

The Article 9 committee is operational.  Contact information provided by e-mail from ETSI chairman.

25 Dieter Kronegger Austrian telecommunications regulatory authority, Tue 03/10/00 14:45

As we have discussed in Barcelona last week I would like to discuss a

problem with the QCP that arises, when qualified certificates are not

issued to end users but to certification authorities.

According to the Austrian signature law the Austrian supervisory authority

has to ensure, that a directory of valid, blocked and revoked certificates

for certification service providers is generally available online at all

times. To ensure this the supervisory authority will issue X.509v3

certificates to certification service providers and will make them

available by LDAP and HTTP.

In Austria it is widely understood that certificates of the supervisory

authority should be qualified certificates as defined by the directive. We

assume that other root/top/bridge authorities or cross certification

service providers also have a need to issue qualified certificates.

The current draft of the Qualified Certification Policy Requirements does

not allow this. It assumes that the subscribers of qualified

certification-service-providers are end entities. According to 6.2.b) of

the QCP they shall only use their key pair for electronic signatures. Our

subscribers use their key pair only for signing certificates and CRLs. - In

chapter 7.3.1 of the QCP it is assumed, that a subscriber is a physical

person. According to Austrian law a certification-service-provider can also

be a legal entity. (This means, that we issue our certificates to the legal

entity and not to the physical persons representing it. The certificate is

not changed if the representatives of the certification-service-providers

change. Therefore we need a slighlty different registration procedure

checking not only the physical person's identity but also, if this person

is a representative of the legal entity.)

We kindly ask you to keep this problem in mind when you finalize the QCP.

Somehow related to this problem is the question, what the semantics of a

qualified certificate issued by a root/top/bridge authority could be. In

our opinion issuing a qualified certificate does not mean, that all

certificates in the hierarchy below are qualified certificates too.

According to our law we have to register ALL certification services (not

only the qualified ones). We have to fulfil the same high standards

regardless if the certified entity is a qualified

certification-service-provider or a non-qualified

certification-service-provider and we want to express these high standards

by issuing the certificate as "qualified certificate". (That is the same

with qualified certificates issued to end users. The qualified

certification-service-provider only guarantees for his own organisation and

for the identity of the certificate holder, not for the actions or

reliability of the certificate holder.)

Area for future study

� B2B – Business to Business


� C2G – Citizen to Government


� B2C – Business to Consumer





